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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

1. (FCHIC

1.1 Security Server &%

Security Server (. PlanetCross #f|fFd 5 LT, EHMBTRIE—DFT D1 V2 —F v MEHE
[CHBLGEDAAVED21—I)LTY, ACL DEFRE. AJTDRE. EXa7HBEZEHLET.
Security Server (£, /X T w4 o a—3y L EHBRRY FTO—0 DER AT LICER S,
DO IR MDFEEAZBRLIZLET, 953472 bEH—EXRTAONA T —DREDA v E2—D
RMERELFT,

BEEIZDNT

- Amazon Web Services, “Powered by Amazon Web Services’A I, [B& UM NI EHTHERASNDIZZDOMD A
WSEE] (X, XEZDMDOHEEIZHIT5. Amazon.com, Inc. £1-[FZFDEESHDOEIETT,

sUNIX [E. RESLUVZFOMOBRICET24—T> - TIL—TDOEEEETT,

- Linux [&. Linus Torvalds KO BAXE LUV ZDMDEIZH 5B HEEETITEETT,

- Red Hat, Red Hat Enterprise Linux [£KXE & & UZ DHDE T Red Hat, Inc. D& HFEEL L < ILEETT,

* Ubuntu &, Canonical Ltd. OFEIZE I EBZEIETT .

- PostgreSQL (&, PostgreSQL MKEH L U ZDMOEIZH (T HEEFE - IXEHZEIZETT .

- Nginx [&. Nginx Software Inc. RUZDF=t. BHESHOKERUVZOMDEICH T EEHZEETT,

- Intel (£, KEH LUV ZDHDEIZF TS Intel Corporation DEIETT ,

+ AMD (&, Advanced Micro Devices, Inc. DEI{EZ =13 B FHETT,

- X-Road I&. TR F=7HLU WIPO IZEIFTH TR F=7DERER R TLBETHS Estonian Information
System Authority (T X k=7 £&:Riigi Infosiisteemi Amet(RIA)) D& EZFHEIETT .

- Planetway. PlanetCross I& Planetway Japan kX &4t OEEE - (Z X BFEIETT .

- ZOMBEHEORHA. BERAE. TRENOSHOBIZE-ITEHZEETT .
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1.2 NEHEE

AZ(L.PlanetCross YV 7 b7 DA VR b—)L 2. EHE %175 PlanetCross Security Server
DATLEBEERRELTVET,

1.3 HELGEEE

AE(X, Linux Y—N\—DEE, aVE1—3F—3%y bT—2 ., LU PlanetCross DENERIEIZ
DNWTHREEEDHMBELFLDAZRNRE LTLET,

1.4 H7R—k OS ITKBEHFIZDNT

Seccurity Server v6.20.2 (PlanetCross v1.2.0) &Y Ubuntu [IZfilZ . Red Hat Enterprise linux %
HR—FLFET . 0SATU FLEEOS ENNHAEMRICOEFEL TIE. ERXMICIETEER—RT
DI TRBELTEYETHN., —BXPFTHMMTEET SGENHYFEFTOTITIERVET,

iw1. [Red Hat Enterprise linux] [Z{HE&F L TIE. RWELGHZEZRE IRHEL] ¢REESETIESE
*9,

1.5 YATLEH

Security Server THHR— rENBD TS5y b7+ —LIKLUTDEY TT,
1.5.1 Y R—bShBT5Vhor—L4

Ubuntu

% Security Server M/A\—2 3 UHRR

ARLV—TFT A VT VRTLA Ubuntu 16.04
CPU 2 core

RAM 4GB
TARYEERE 20GB

Red Hat Enterprise linux

Security Server v6.20.2 LAfED 5 H7R— k

ARLV—T A VT VRT LA RHEL7.2 x86-64

CPU 2 core

RAM 4GB

TARIVEZERE 10GB : OS /A\—F 4> a >
20~40GB : lvar /A\—T 13>

Iy kIT—2 100Mbps (Network Interface Card)

RHEL [CDWLT, OS [T L TWWS Y —/N—%ZE L TL =LY,

Ubuntu, RHEL & %2 CPU [ZD &% L Tl&. 64bit dual core @ Intel AMD,FEf=IXFDOHEHED
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HBHCPU, EDAESHIGLTWAEDEERHELET,

1.5.2 RYMI—OEH

2E - EAR— FOMEIR Y bT—2 M5 Security Server ~)
TCP 5500 Security Server flMD A v &£ — X

TCP 5577 Security Server i@ OCSP (Online Certificate Status Protocol)iZ&®D Y 1) —

*‘{E - E{ERKR— b(Security Server MDA ERR Y FT—H ~)
TCP 5500 Security Server D A v £— X

TCP 5577 Security Server i@ OCSP (Online Certificate Status Protocol)is &N 1) —
TCP 4001 thty—/— L DE(E
TCP 80 JO—NLREDEYA—F

TCP 80, 443 | —f8% OCSP B LU AR A LR AV TH—ER

A—AILTY R (OSEHHY)

Ubuntu

TCP 4000 A—HY—AE3—Tx1—R
TCP 80 1B AT Lbh b DES
TCP 80, 443 1B AT Lbh b DES

RHEL
TCP 4000 1A—4H4—AE8—TJ1x—X
TCP 8080 1B 2 R T Lh o DR
TCP 8080. 8443 1B 2 R T Lh o DR
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2. 4 A F—JL(Ubuntu)

AE(F Ubuntu I2H1F54 VA M—I)LFIETT, RHELIZHEIFTEA4 VA F—JLIZDWTIE 3.4 >
A F—JL(RHEL)] #&BEWEY,

2.1 BRI
2.1.1 RRAFR DERTE

RA FBZEZBELET, letc/hosts] Z7A4ILD [127.01.1] DTITEEDKRRA R ZEIEELE
9 (T E2{your-host-name}DEHFTIZHRR R EIETE).

127.0.1.1 {your-host-name}

2.1.2 Locale

Locale # len_US.UTF-8] IZERE L TN,

$ sudo apt-get update
$ sudo apt-get install locales
$ sudo locale-gen en US.UTF-8

2.1.3 apt-key &\ —D RO M) —N—D Z 8%
apt-key #&8&% L ET .

# UTOEITY FIEBITET 1 TTAAL TS,

$ sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 —--recv-keys
731E775DF768EF67
$ sudo apt-key adv —--keyserver hkp://keyserver.ubuntu.com:80 —--recv-keys
00A6FOA3C300EESC
$ sudo apt-key adv —--keyserver hkp://keyserver.ubuntu.com:80 —--recv-keys
EB9B1D8886F44E2A

[Planetway Ops <apt@pwlvc.com>]. [Launchpad Stable]. # & U lLaunchpad OpenJDK
builds (all archs)] N &SN LZHRALET,

$ sudo apt-key list

<t AH1>

/etc/apt/trusted.gpg
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pub  4096R/F768EF67 2017-10-31
uid Planetway Ops <apt@pwlvc.com>
sub  4096R/254BD796 2017-10-31

pub  1024R/C300EE8C 2010-07-21
uid Launchpad Stable

pub 1024R/86F44E2A 2010-04-12
uid Launchpad OpenJDK builds (all archs)

RIZINy =D RO Y H—N—DEHFEITVET,

PlanetCross v1.1.2 (20194 6 B 12 H) KU/ H5— )RS FYUH—N—DE—ShFEL=,
V112 UATEYBABZD B ERIEIRESFHTINREEFREZ RIDICESTTRLRIYKRD LY
Y—N—DHEFEAENET (B =27 I/ILLE TRBREUP) LB H -2 DELRYFET),

2020 % 1 B 20 H & Y {username} & {password} D AAMRFELLGEYFLI-(LUTav Y FD 14TH
TY)o LRI RECHEADEERITITIERLET,

LTFavY RTHRELET,

# LTOEITY FEBATET 1ITTAALTLEELY,

$ sudo sh -c 'echo "deb [arch=amd64] https://deb.planetcross.net/planetx trusty
non-free" > /etc/apt/sources.list.d/planetx.list’

$ sudo sh -c 'echo "deb http://ppa.launchpad.net/nginx/stable/ubuntu trusty
main" >> /etc/apt/sources.list.d/planetx.list'

$ sudo sh -c 'echo "deb http://ppa.launchpad.net/openjdk-r/ppa/ubuntu trusty
main" >> /etc/apt/sources.list.d/planetx.list’

ATABANELW EZHERBLTSIEELY,

$ cat /etc/apt/sources.list.d/planetx.list

<t AH>

deb [arch=amd64] https://deb.planetcross.net/planetx trusty non-free
deb http://ppa.launchpad.net/nginx/stable/ubuntu trusty main
deb http://ppa.launchpad.net/openjdk-r/ppa/ubuntu trusty main
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2.1.4 2—4—mian

Unix group Zf# A L THERBREZTVVET,
ZDA1—HY—%%IZE PlanetCross EHEE L LTHELET,
{password}FEEDEZEFHE L T FZELY,

# LTOEITY FREBITET 1ITTAALTLEELY,

$ sudo adduser --disabled-password —--no-create-home --gecos "xuser,,," xuser

$ echo "xuser:{password}" | sudo chpasswd

2.2 Security Server WA A—IL

$ sudo apt-get -y update
$ (AR F—=J)LaAT U F}

K{AVAP=LAT I RHE U —R/—F] #TSELFEELN,

LTOEEEZEET SEEMNKRREINT O, 214 [TTHERLI-2—Y—&F AN L. Enter &
BLES,

BEBEBE66666666666666L Conf iguring xroad-proxy TtH6666666666666666666
¢ Username for #-Road admin rights

¢ This user will be promoted to _ALL_ ®-Road zroups of privileszes

¢ Enter #-Road Superuser username

g
=
=
g
=
g
g
=
g
=

pnE666666666666666666666666660606666666666606666666666666666066666666
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RIZ WebUl OERBEE CHEHA SN SEEHAED Common Name(CN)ZAALFET,

TORRTBRIZERTSIPT FLA, FEEHRRAMRERELEFT ., AREIL 63 FLTFICT
PWENHYFET,

HHE666666666666666666666666666666666666606660 Conf izuring xroad-proxy 1666666666666666666666666666666666666666666666
This cerificate will be used to secure admin WebUl connections.

Include most used hostrame or IP address as as common name (CN=..) value. General form is /C=EE/0=Compary/0U=Org
Unit/Ch=server.name.t |d

Server reports full hostname as: az-HA-DP01-55-02.stv3adhbedlezloef laxljphia. lx. internal . cloudapp. net

[rsert admin interface TLS certificate subject name

3
o
E
o
E
o
E
S
E
S
E
el
E
El
3
el
=
El
E
o
E
o
E
o
E
S|
0

G6666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666

A2 Subject Alternate Names(SANs)Z AFALFET,
LFD CN EIFEGD P, FFHRRAMNERELET AXEIL 63 FUTIZT H2LELNHYES,

66666666666666666666666666666666666666666u Confizuring xroad-proxy 166666666666666666666666666666666666666666
This cerificate will be used to secure admin WebUI cornect ions.

Include all altermat ive names and IF addresses which will be used for accessing admin WebUI
Format is IP:<ipaddress>,DN3:<hostrame>, ...

Server reports fol lowing ip addresses and hostnames:

IP:10.0.1.12,DN3: az-HA-DP01-53-02, DNS: az-HA-DP01-53-02 . stv3adhbedlez loef Taxlichia. | x. internal . cloudapp. net

Insert admin interface TLS certificate subject rame alternat ives

z-H4-0P01 -
<0k

YO Y oLV o Yo Y Y Y VY Y Y Y

G666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666
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B4RIZ. Security Server IZx LTV TR FZEEDHHBERDY 547 > h i Security Server [
TR HBICFERSINIMAZED N EZANLET, FRATSIP 7RFLR, FEHRX b
ERELTLESL, AREIEBFEUTIZTILELAHYET,

AE666666666666666666660066606666666666666666v Conf jzuring xroad-proxy THH66666666666666666666666666666606066666666666
This cerificate will be used to secure internal service-’secureserver connect ions.

Include most used hostrame or IP address as as common rame (CN=..) value. General form is /C=EE/0=Compary/0U=0Org
Unit/CH=server.nams.t |d
3

erver reports full hostname as: az-HA-DP01-55-02. sty3adhbedlezloeflaxliphia. |x. interral.cloudarp. net

=
=
E
=
E
=
=
=
=
=
=
=
=
=
=
=
E
=
E
=
=
=
=
=
=
=

=
cl
=
cl
a
cl
=
el
=
3
=
cl
=
cl
2 Insert TLS certificate subject name
E
a
cl
=
el
=
3
=
cl
L

66666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666

I Subject Alternate Names(SANs)Z® AHALET,
LFD CN EIFEGD P, FFHRRAMNERELET AREIL 63 FUTIZT H2LELRHYES,

66666666666666666666666666666666666666666v Confizuring xroad-proxy 166666666666666666666666666666666666666666
This cerificate will be used to secure internal service->secureserver connections.

Include all altermative names and IP addresses which will be used for accessing secure services
Format is IF:<ipaddress>,DN3:<hostname>, ...

Server reports fol lowing ip addresses and hostnames:

IP:10.0.1.12,DMS: az-HA-DP0T-55-02 , DNS: az-HA-DP01-55-02 . stv3adhbedlez loef 1axliphia. [x. internal . cloudapp. net

Insert TLS certificate subject name alternatives

<0k>

L S Y B Y Y Y Y Y Y Y Y Y L

66666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666666606666666666666
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BHA: 202028508 £164k

2.3 HER

H—ERADBRBRREERELFET . UTERAKTHNIEHEDY T A,

$ systemctl list-units|grep xroad-

< HHI>
xroad-confclient.service loaded active running X-Road Configuration Files Service
xroad-jetty.service loaded active running X-Road Proxy Frontend Jetty Service
xroad-monitor.service loaded active running X-road Monitoring Service
xroad-opmonitor.service loaded active running X-Road Operational Monitoring Service
xroad-proxy.service loaded active running X-Road Proxy Backend Service
xroad-signer.service loaded active running X-Road Signer Service

R— kI(Zlisten LTWA0EEZELET .

LTDOR— kI listen TENILREESHY FE A,

$ netstat —-anp|grep LISTEN

<t HH>

(HHE)

tcp 0 0 0.0.0.0:4000
(HHE)

tcpb6 0 0 :::5577
€=1:)

tcpb6 0 0 :::80

€=1:)

tcpb6 0 0 :::443

tcpb6 0 0 :::5500

0.0.0.0:* LISTEN -

A LISTEN -

A LISTEN -

LISTEN -
LISTEN -

Planetway Japan Confidential
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3. 4> AF—JL(RHEL)

AEIERHEL IZHBIFEA VA F—ILFIETYT, Ubuntu IZHBF B4 VR F—JLIZDWTIE 2.4
A k—JL(Ubuntu)] #SHELET,

3.1 ErI¥R
3.1.1 Locale

LUT®D@&Y [etc/environment] 7 74 ILEEKRL. O —ILEFHRELET,

[Jetc/environment] 7 7 A JLYERL

S sudo vi /etc/environment

<HERNBE>

i}

on

LC ALL=en US.UTF-8

3.1.2 RRAF&-FQDN & DR -EIE

Security Server D77 A (WEB-UI) [ZfEFAT SRR +4 - FODN £ %8R L. BEICIELT
BELET, KA FE, HVIZ FADN DSARILDESF 63 FLUTTRET HILEAHY T,
BIZHOSYRBRBEICEVNT, T4 DO FADN EARCHRESATLEy—REHERELTEY
FY, 4 FULORBTERBEDA VR =L ET2EBE A VR P—IVIZEBRLETDOTRT
HELT S,

1. BEDHER

TREAERLY. FEORTEE (TNThREE). BED63FUTTHIZ LEHRLTLES
LYo AH HEER M Security Server DA VR b—ILEZERESNET,

RA ~ B DR

$ hostname

3 L <L Tuname -n] THEWVWEHA,

FQDN #& DR

$ hostname -f

ERENERN 64 XFLE or FEDRRA FRZRELEWMGE, REERZERLET,
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2. Tletc/hosts] ICIP7 FLRERR FEDORFTEEMLET

<HERNE (MFEEDETT) >

{private IP Address} {hostname}
{global IP Address} {hostname}

ERETSAR=FIP £EJB—NIL IP Z2EFERT DHHEETT, MAZRT IERFELTLD
{hostname}ZRfEL LT =& LY,

3. [lletc/hostname] #BIELFET

<EBERE ({}IMEEDETT) >

{hostname}

[etc/hosts] EREMEZRELET .

CEE] AWS REDIGE. BAMLRTEIZT AICIEEEEIZMMA . letc/cloud/cloud.cfg] & Tied
BYRETIVLELHY ET,

<HERE>

preserve hostname: true

. LEECIXAWS O#k. RHEL OERRICIRET 21-OFMIIZHDO I a7 ILESHBREWNVET,
4. B/EDRER

TREMERELY. SEOREE (ThThRE). B2 63 FUNTHS LERRBLTHE
LY,

R ~BDOHER

$ hostname

FQDN % DR

‘$ hostname -f

Planetway Japan Confidential 12 © 2019 Planetway Japan Corp.
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3.1.3 1\WWH—JURSK) D& 83
PlanetCross M/\yr— YR M) H—N—%&ELET,

[etc/yum.repo.d/planetx.repol 7 7 1 L EFHRERK L. IRIBICEHLE TUTORYEZREL TL =
AN

20201 H 20 H& Y. {username} & {password} DHRENFREELLZYEFLT-, LEIOaT Y
K CHEROSERIITIERENET,

<HERE>

[planetx]

name=PlanetCross for RHEL/CentOS
baseurl=https://rpm.planetcross.net/7/

enabled=1

gpgcheck=1
gpgkey=https://static.planetcross.net/prod/gpgkey.asc

Ubuntu &&. PlanetCross v1.1.2 (2019 6 A 12 H) LY /N5 —2YRD ) Y——Hk
—XINFELz, REEREBMRINICE ST LEEZHBELVET,

3.1.4 yum-utils DA Xk—JL

yum-utils /Ny r—S %A VR R—)LLET

$ sudo yum install yum-utils

@ Tls this ok [y/d/N]:] EEFRIZERDEND T8, Tyl ZIRELTLIEELY,
HAERRZREIC TCompletel] MERRINMNIEAN VR F—ILETTT
3.1.5 tmp YOV MREERESR-ZEF

Mmpl T4 L2 RUM Thoexecl] #7232 TIDY FENTWWSIHS. Thoexec] 7L 3
CENTRENHYFET, G LAELEES. WebUl BNEBISHFEEA)

1. tmp T2 MREERERR

FHIVURIZTYY Y MEERBLET

$ mount | grep /tmp

<t HH1>

/dev/loop0 on /tmp type ext3 (rw,noexec,nosuid,nodev)

HABID & S, Tihmpl (2 Tnoexecl N/EINTWAIBEEE 2. /tmp IU Y AT a3y
ZTE| OEENDETT, Mnoexec] AT aUMHRESNATLELD, IO 2 STV
BRI ETETT,
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2. fmpIHOrFTFLavER

[etc/fstab] [CEREB; SN TULNBIHEEIE. letc/fstab] ZEELTLEEWL, BYY Y T BEIELL
Tav> o KRKEAALET,

$ mount -o remount,exec /tmp

3.2 Security Server DA Xk—IL

3.2.1 Extra Packages for Enterprise Linux (EPEL) #&A
1. EPEL YR kY DB

UTDaTy FIFRITET 1T TAALTLESLY,

$ sudo yum install
https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

@ Tis this ok [y/d/N]:] &EEFaIZRDNZ1=8. Tyl ZIHELTLESLY,
HAERRZREIC TCompletel] MERRINMNIESN VR F—ILETTT
2. BMNRT—SDA4 R =L

EPEL &Y Tlcrudinil Triwrap] Tnginx] #BALET, TAZTNUTITUFZANLET,

$ sudo yum install crudini
$ sudo yum install rlwrap
$ sudo yum install nginx

ZFNnEN&EF Tsthis ok [y/d/N]:] EEFRIZERO NB1=8., Tyl ZEFELTLEZEL (Terudinig
DH2EROENFET),

HAERREBREIC Complete!] MERRINNIEAS VA M—ILET T,

3.2.2 Security Server /18— A X R—IL
1. "yT—IS4 X =)L
UTavw>y K&EAAL. Security Server "\wb5—CF% A4 VR M—ILLET,

BE. AR =AYy REA—D 3 YISk > TERQAEMAS Y T3, BAITH>TIE
BEFENA—D3 DY =R/ — & CEBEVET.

-~

$ sudo yum install xroad-securityserver-planetway-{EBA/N\—P 3>}
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TmpEHE (s this ok [y/d/N]:] EEFRIZRDONST=H. Tyl ZRELTLLZEL,
FNFhHEAEREZEIZ Complete!] ARTFTEIhNIEA VR F—ILETTT
2. EWa1—Y—Em

Security Server DEBE1—HF—#ZHHF L FT, C ZTEHR LI —EHEREKED WebUl DO S
AVBEBEBYETOTEITELNTLESL,

{username} T DV TIFFEEDNDI—H—HZFEADL TS

|$ sudo xroad-add-admin-user {username}

FEADER RRART—FDODAANERDONDSZHEEDNNRT—FEFREL TS,
3. Security Server DFCE)
4 VR M—IL5ET#. Security Server 2B EF T,

UFavy FTEESETIESL,

‘$ sudo systemctl start xroad-proxy

EHEREILUTaT R

|$ sudo systemctl status xroad-proxy

3.3 Security Server DA Ab—)LHER
1. H—EXBZEIKERER

UFavYFEAALFET,

‘5 systemctl list-units|grep xroad-

LUTOEY THNISRHEDHY FE A

<t AH>

xroad-confclient.service

loaded active running X-Road confclient
xroad-jetty9.service

loaded active running X-Road Jetty server
xroad-monitor.service

loaded active running X-Road Monitor
xroad-opmonitor.service

loaded active running X-Road opmonitor daemon
xroad-proxy.service

loaded active running X-Road Proxy
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

xroad-signer.service
loaded active running X-Road signer

2. nginx Y —E X KEEFEER

nginx Y—EXAMNETIRETHSZLE#UTIATU RTHELET,

‘$ sudo systemctl status nginx

LITD&EY lactive(running)] THNILHESHY FH A,

<t HH>

® nginx.service - The nginx HTTP and reverse proxy server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; disabled; vendor
preset: disabled)
Active: active (running) since Wed 2019-06-26 01:54:56 UTC; 8h ago
Process: 2234 ExecStart=/usr/sbin/nginx (code=exited, status=0/SUCCESS)
Process: 1121 ExecStartPre=/usr/sbin/nginx -t (code=exited,
status=0/SUCCESS)
Process: 1096 ExecStartPre=/usr/bin/rm -f /run/nginx.pid (code=exited,
status=0/SUCCESS)
Main PID: 2236 (nginx)
CGroup: /system.slice/nginx.service
2236 nginx: master process /usr/sbin/nginx
F—2237 nginx: worker process
L—2238 nginx: worker process

3. EHEE (WEBUI) DifthEsR

CORRTEEER (WEBU) RIS ELEHBERLET., OJ M VAKICDEEL TR,
42 EHEEZMC] £ THERES,

BERAADBE. 774774 — IV EERY FT—VBHNBE SN TNS I L EHERRBLET,

. WEBUI BSEBIFDIHE. 1502 Bad Gatewayl T —MWRREINDIGEENHAH-ORHEZEH
WTEBERTREVET,
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Security Server 1> Ar—)LAAF

BHA: 202028508 £164k

4. #NHAERTE

Z ZTIl&. Security Server DA Y R b—JLRICIT S IR EICOVWTRENLET,
Security Server M MR EIZDULNTIX. [Security Server SREHA K] 2SBL TS,

4.1 Security Server QAR E TRHERT—4

Security Serer D #HAZE DRI, PlanetCross * V/A—DIFHRPY T b7 b—9 VD PIN 41

E#

RETORENHYFET,

4.1.1 SBT—4

BRECRELGERT I ZUTORIZBELET,

FE: SET—420 No.1.1~1.3 [&. Planetway #H23#&H 5 Security Server I A& ICIREE S FE

ER

Security Server A— R &V I Dz 7 h—U VD PIN K, 41 VR b—)LIZA VR b—)LETHE
NAALET,

No |8BT—% iR

1.1

BREEE7Hh—T 74

http://static.planetcross.net/test/configuration

anchor.xml

BEABR7H—T74)L

http://static.planetcross.net/prod/configuratio

JO—NILEBET7VH—T 74 ILHVRE
SNFET,

n_anchor.xml
GOV - BfFHES Security Server DFIEED AV IN\—9 5
1.2 Ro BEEDAIN—IFXIE TCOM]
COM - R ERELTLESL,
. - . Security Server MFFBEED * 2 /N\—1—
ku‘ — S 7S = e A=
1.3 | <Security Server i & &1 — K> R AS B AR = 1R S o
) e . Security Server ®a— K, B&EFICTER
1.4 | <Security Server M Al ¥4 % 1EiR> CREABECT.
VIb2z7 =2 >2® PIN, KINTIL
S $epr = A < /= s
15 |<Y T FHT7 =4 20 PIN £2iR> 777y FERFOMATHET 10 L

LTRELFT, KERICTHEAICAEN
BETY,

7:No.1.4 L% - Security Server O— FD@GAFRBIZFERY ROTLEEELY,
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http://static.planetcross.net/test/configuration_anchor.xml
http://static.planetcross.net/test/configuration_anchor.xml

Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

4.1.2 PR ELHIGTISBT—4
MEARTEZEITIICIE. Web T5OHT7 FLR
https:// {WebUI #&#tFH IP 7 KL X or /KX k4}:4000/

EREFET. AT UICF. A R M—VRISERL Y- 23 THELE-EEBET7ADY Y MR EHE
ALEY,

AEIOST A VI, UTOBEBROAANKRO 5NFET,
o JO—NIERETVH—IT7MIL(ESBT—42:1.1),
REMNEEIZAIvO—FREndE, UTOBEBRODAANKROENFET,

e Security Server iE&ED AV IN—HS5R(BBT—4%:1.2),

o Security Server iEEZE DA /N—O—R (BB T—5: 1.3), AVN—IFREAVN—TO—FHMIE
LKA AENI B L, PlanetCross 2 2—IZ& SN TLVS Security Server Fi B & DA RIHEK
G- (I 3 2

e Security Server I—R (S8BT —4: 1.4), Security Server & AEIRL . RL PlanetCross
AV IN—IZBT BT RTH Security Server T—ENDETHAIDLELHYET .

o YIrITTr—Y2®D PIN (BBT—%:1.5),PIN (&, YIrI 7 =IOV ICRTFESN TS
F—ERETHOICHERAINET, PIN FRLAFMRELTHENTIZEL, F—PIN%E
METDE P—VVITREINTODIME X —ILEATELGRY BT 5Lt TEEE
Ao

4.2 EHEMmMZR <

LT® URL % Web IS4 TREILTL S, {(WebUl ##8 IP 7 FLR or KR F&E
Security Server D IP 7 FLRZAALTLZELY,

https://{WebUI $#EHA IP 7 FL X or /RRX F&}:4000/

BE. LY FIT—IDHREIZK > T EEEM Security Server [Z SSH 45T = T3H7R— k 4000
BErEEISOYTHITEWMEELHY FT . ZTDLSHIBEICIX. UTOIT Y FEEFTL SSH
FoRIVEFERTHZETWeb TSI TEBETETETSSH o RIILEFEHAT H1581E{WebUI
EHAIP7 FLR or kR F&} I localhost”#35E L £ T,

LFDaARY FEFIOII DV VFHR IOV T b EF—TU)TEITLTLEEL,

$ ssh -L 4000:1localhost:4000 ubuntu@securityserver-hostname -i ~/.ssh/id rsa
-N

rEEDa< U R, £F%IJOvI LET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

4.3 ERE@EAOQST A >

214, 322 CHRELELEEZEL—H—-LLTOIIVLET,

SECURITY SERVER ADMINISTRATION
USERNAME

PASSWORD

4.4 AV74FX2ALb—2a3VTFoh—DAR—k

Planetway #t & Yi#d 50> 7 1« ¥ 2 L— 3 > 7 > H1—(Configuration Anchor)® XML 7 7 A
}b%’r >71-{)_ I~ Li—g—o

[Browse]/R2 V&L, Zoh—T 74 ILEERLET,

ZD#%. [Import] K2 v ZHLET,

INITIAL CONFIGURATION PlanetCross 2\\/(

Import Configuration Anchor

Browse

HIREEARTENTS, [Confiml R4 v ERLET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

Confirmation Required X x

Configuration anchor details:

Hash (SHA-224) 28:A0:8F:F2:E4:29:3E:4D:98:8B:52:50:66:67:EB:15:F4:04:D1:AE:42:BE:9F.0F:F8:62:6E:09

Generated UTC 2017-10-16 22:20:17

Continue with import?

Cancel Confirm

4.5 Security Server O #HA1L

Planetway #t & U $2ft9" % Member Code # A1 L. Security Server Code. Software Token 0
PIN Z:RELTAAL, SUBMIT LEY,

Security Server Code [&. Z ® Security Server Z##N T—EIZHE I 5 ID TI ,Software Token
D PIN [, LIETERT 2HEREZESIELLTRET S-HDPINI—KTT,

INITIAL CONFIGURATION PlanetCross }(( Xuser

Import Configuration Anchor

C:\fakepath\configuration_anchor_|P-TEST.xml

Security Server Owner
Member Class CoMm

Member Code

Member Name
Security Server

Security Server Code

Software Token
PIN

Repeat PIN

Notice BIEAR TSNz 5., [OK|RZ VEBLET,

T R

Motice X x

Security Server initialized

OK
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

C N T Security Server DERTE T HDHIGEE L. MEENT T L1 C & % Planetway #1128
mLET,

Planetway #t M 75 T PlanetCross * >/ \—D&§F&1TLVE T,

TEED &L 312 TClient not found] &ERTENTULVSIREMN S, PlanetCross * V/N\—ENKRTR S
NHREIZEDL -0 &S TTY .

Please enter softtoken PIN

JP-TEST : PW-az-HA-DP01-55-01 - e .
el it SECURITY SERVER CLIENTS Planetcross 3§ JEr— xuser

Search

System Parameters D
Test Company2 MEMBER : JP-TEST: COM : 11111115 i -

Keys and Certificates

Back Up and Restore

Diagnastics

4.6 PIND AN

PINZAALZFET,

Security Server (Fi#2E#%. PIN D AH%EM S PlanetCross D)7 TR MMIGELET (HBiLdHEd
Rl#Kk)o

[Please enter softtoken PIN]|Z# L £ 9,

[
Please enter softtoken PIN

JP-TEST : PW-az-HA-DP01-55-01 v . :
e T ALReR SECURITY SERVER CLIENTS PlanetCross 2X Add Client xXuser

Search

System Parameters O Name D

Test Company2 MEMBER : |P-TEST : COM : 11111115 i -

Keys and Certificates

Back Up and Restore

Diagnostics

Version

Feedback

[Enter PIN]/R2 #HLET,

Planetway Japan Confidential 21 © 2019 Planetway Japan Corp.



Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

Please enter softtoken PIN

P-TEST : PW-az-HA-DP01-55-01 S P4
JSECURITYSERVER KEYS AND CERTIFICATES PlanetCross /<

Search
Security Server Clients

System Parameters Certificate Member ocsp Expires Status
response

Token: softToken-0 m
Import certificate

Back Up and Restore

Diagnostics

Version

Feedback

PINZAAL. [OKRE2 v ZBLET,

Enter PIN o 4

PIM

Close ‘ oK ‘
P-TEST : PW-az-HA-DP01-55-01 N N4
jSECUKIWSEKVER KEYS AND CERTIFICATES PlanetCross %( xuser
Search
Security Server Clients
System Parameters Certificate Member C= Expires Status

response

Token: softToken-0
@ Generate Key Import certificate

Back Up and Restore

Diagnostics

Version

Feedback

47 ERELF. EAROBMERD LR
IsoftToken] Z#ZEIR L. FRILAH. ERFAOMEREZERLET,

[Generate Key] R &3 LET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

P-TEST : PW-az-HA-DP01-55-01 anc Y
JETEST: BWen KEYS AND CERTIFICATES PlanetCross 3¢ xuser

CONFIGURATION

Search

Security Server Clients

System Parameters Certificate Member Expires Status
eeeeeeee

Token: softToken-0
MANAGEMENT
i Details | Generate Key Import certificate

Back Up and Restore

Diagnostics

HELP

Version

RIA. BEAORAN DK ST Label ZAAL, [OKIZHLET,

SRSEF Label D 4:

Generate Key x x

Label: | Auth key{

Cancel oK

E 4 F Label DH:

Generate Key x x

Label: | Sign keyi

Cancel OK

RELA% lAuthkeyl. EZMA% [Signkeyl & LTHERMLE=BIELLTO®RAY TY,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

JP-TEST : PW-az-HA-DP01-55-01 anett Y4

SR S KEYS AND CERTIFICATES PlanetCross /\< xuser
Search

Security Server Clients

System Parameters Certificate Member ocse pires Status

response

Token: softToken-0

Key: Auth key (?)

Key: Sign key (?)
Back Up and Restore Y518 Y @)

Diagnostics m Generate Key Import certificate

Version

Feedback

4.8 Planetway #t T PlanetCross *>/\—DZ BT TZHD
RELA. EAHD CSR 4/ L T Planetway #H 123 LE T,

ZEZRAOWEREZRIRL., [Generate CSRIRZ V&5 ) vH LET,

JP-TEST : PW-az-HA-DP01-55-01 anet N4

Frmiry S KEYS AND CERTIFICATES PlanetCross /\< xXuser
search

Security Server Clients

System Parameters Certificate Member 0CsP Expires GEiD

response

Token: softToken-0

Key: Auth key (2)
Key: Sign key (7)

Back Up and Restore
Diagnostics @ Generate CSR Import certificate

Version

Feedback

[Usagel: TAUTH] #:&RLFET,

[Certification Service]: XfR®M CAXZEIRLFT,

XIEETSH CA FTHADRE., ARICKVELGYFEFIDOTITEERBVET (RFE &I PoC
M), FCAFXYU—R/— Al EEEE) [CERBLTHYFEIOTIHRENET., TH
DIEE L Planetway 8% (2 CHEZRREVLVET .

[CSR Format]: TPEM] ZZEIRLFET,

EEREERE, [OKRZ VEHLET,
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&Y Generate Certificate Signing Request % x
2y

Usage: AUTH v
Certification Service:

C5R Format: PEM ¥

Cancel oK

LT, [OKIR2 V&2 LET,

d

|

Subject Distinguished Name % x

Serial Number (SN)*

Common Name (CN)*

Cancel oK
JP-TEST : PW-az-HA-DP01-55-01 PlanetC N4
SECURITY SERVER KEYS AND CERTIFICATES anetCross %( Xuser
CONFIGURATION

Search
Security Server Clients
System Parameters Certificate Member ocsP s -

response
Token: softToken-0

Key: Auth key (auth)
Request

Back Up and Restore

Key: Sign key (7)

=3 Generae cs1 E

Diagnostics

HELP

Version

Feedback

ETADOMEREBEIRL., [Generate CSR]RE V&5 ) vy LET,

Planetway Japan Confidential 25 © 2019 Planetway Japan Corp.



Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

JP-TEST : PW-az-HA-DP01-55-01 ane A
SECURITY SERVER KEYS AND CERTIFICATES PlanetCross /\< xuser

Search

Security Server Clients

0ocsP

System Parameters Certificate Member Expires Status
response
Token: softToken-0
Key: Auth key (auth)
Request
Back Up and Restore
2

Diagnostics LR SEnLEy ()

[ petas p—— T

Version

Feedback

[Usage]: TSIGN] Z#ZERLFET,

[Certification Service]: X&RMD CAXZERLFET,

XIEETSH CA XTHADEKRE., ARICKVEGYFEIDOTIEFERVET (REFE &I PoC
%), HFCAKYV—R/— R JEESBHE) ICRBELTHRYFEFITOTIHRENES, 85
D5 E X Planetway 134 (2 CHERRELNVET .

[CSR Format]: TPEM] Z#ZEIRLE T,

EEREZERRR, [OKRE2 v ZHLES,

<er
Generate Certificate Signing Request X x

2y
Usage: SIGN v

y(
Client: JP-TEST:COM:11111115:* T

Certification Service:

C5R Format: PEM T

Cancel oK

BT, [OKR2 V&R LET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

*jnl'l
| Subject Distinguished Name e x

Serial Number (SNY*

N
-

Common Name (CN)*

Cancel OK

LT D1E$R % Planetway #HIZEF LET,

o FEREA® CSR
o EZAMDCSR
o ZMDEE%H1ToT= Security Server Code (ZDHITIXIPW-az-HA-DP01-SS-01])

4.9 EAE D ERF
Planetway #th 5525, ERADIIAZ = (TEY . Security Server [CE#HLFET,

AL+ —%ZIR L. [Import certificate] R4 &L ET,

P-TEST : PW-az HA-DP01-55-01 ane Y,
IETEST: BWe KEYS AND CERTIFICATES PlanetCross 3¢ T

CONFIGURATION
Search

Security Server Clients

System Parameters Certificate Member =P Expires Status
response

Token: softToken-0
MANAGEMENT

Key: Auth key (auth)

Request
Back Up and Restore

Key: Sign key (sign)

Diagnostics

Request COM : 11111115
HELP Import certificate |

Version

Feedback

[Browse] R4 »&# LT, READEHEZERL, [OKIRZ VEHWLET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

o Import certificate x x
R
C:\fakepath\PWSsSTokyotest1_auth.pem Browse
Cancel OK

SREERAGERAZE A58IRL . [ActivatelR2 &2 v  LET,

LTEST | PW-AZ-HA-DPOI-SS01 ppe e T
Etulrn' [ — KEYS AMD CERTIFICATES Craad XX

EUSET

et
i feaie

disabied HATO-2E e

JP-TEST : PW-ar-HA-DPOT-55-01 | keve anD CERTIFICATES PlanatCrais 3K,

SECLIBTY SERVTR sl

T

HIT-02-28  wwved

[ owess | e | eagiser | osten | gt ariicen

EZBAX—HREHRISEIR L. [Import certificate] R 2 L E T,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

JP-TEST : PW-az-HA-DPO1-55-00 e apn CERTIRICATES Plasnaterais J% nsar

SECURETY SERVER

(4 b e Eupuing '
[ togout
Rdjuit COM 11111115
3
[Browse]’h %2 v ZH L T. ELADAZTEERL. [OKIRZ VERLET,
i Import certificate x x
R
C:\fakepath\PWSSTokyotest1_sign.pem Browse
Cancel OK
JPTEST : PW-az-HA-DPOT-SS-01 i pys AnD CERTIFICATES HarctCross 3, WUSET

SECURITY SERVER -~

Comtcats tembsr - Fapures Sracan
aponne
' [ Logout
COM 11111113 prea J0HTO0-38  regisbere
[ ovans | st | [ ouiee | import crtincats

4.10 Security Server D& 8%

PALFAGIBAZE £ #IRL . [RegisterlR2 &V ) vy LET,
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P-TEST : PW-az-HA-DP01-55-01 ane Y
IETESYEw e, KEYS AND CERTIFICATES PlanetCross JX xuser

CONFIGURATION
Search

Security Server Clients

0CsP
response

Token: softToken-0

Key: Auth key (auth)

System Parameters Certificate Member Expires Status

Planetway Avenue Cross Issuing CA

8445803626477870496 2037-02-28 saved

Back Up and Restore

Diagnostics

Key: Sign key (sign)

Planetway Avenue Cross Issuing CA 1915... COM: good 2037-02-28 registered
HELP
@ Disable | Register Delete
Version

Feedback

Security Server D J B—/\)L IP F#FzIEFRX bEEAAL., [OKIRZ VERBLETS,

utln'\
;e Registration request X x

Ly

4 Security server DNS name or IP address:
el

Cancel OK
Status MHEA Tregistration in progress] 272 Y £,
APTEST : PW'az-HA-DPO1-SS-01 |  kys AND CERTIFICATES PlanetCross 3§ xuser
CONFIGURATION
Search
Security Server Clients
System Parameters Certificate Member ?Ecsf):nse Expires Status

Token: softToken-0

Key: Auth key (auth)

Planetway Avenue Cross Issuing CA registration in

5 2037-02-28
HecinlandiRes 8445803626477870496 progress
D tics

FEmnE Key: Sign key (sign)
Planetway Avenue Cross Issuing CA1915... COM: 11111115 good 2037-02-28 registered

HELP

(o

Version

Feedback

LIF D&% Planetway #t(23%4+ LET,

o  ZMDEEH1To1= Security Server Code (ZMDHI Tl test-ss )
o EREIFEIFAZ (pem 2R)

Planetway %t ® PlanetCross £ 2 —DEEXENTETLTLELGLCT S E. UMTO K SIS
lregistered] KREIZAHEY ET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

P-TEST : PW-az-HA-DP01-55-01 . Y -
P-TEST : PW.a: SECURITY SERVER CLIENTS Planetcross 3§ P — xuser

Search
System Parameters O giame D
‘est Company2 MEMBER : JP-TEST: COM: 11111115 i -

MANAGEMENT
Keys and Certificates
Back Up and Restore
Diagnostics

HELP
Version
Feedback
JP-TEST : PW-az-HA-DP01-55-01 PlanetCross 3¢
SECURITY SERVER KEYS AND CERTIFICATES >/\< Xuser

R
Search
Security Server Clients
System Parameters Certificate Member CI=]P Expires Status
response
Token: softToken-0
Key: Auth key (auth)
Planetway Avenue Cross Issuing CA 8445... good 2037-02-28 registered
Back Up and Restore
Diagnostics Key: sign key (sign)
Planetway Avenue Cross Issuing CA 1915... COM: 11111115 good 2037-02-28 registered
HELP Import certificate

Version

Feedback

411 BLLRBTH—I—D &%
UTD&E3IZLT, B4 LR TH—N—%ZELET,
[System Parameters]%3&#R L. [Timestamping Services]D[Add]R2 #H L EFT,

P-TEST : PW-az-HA-DP01-S5-01 i 37
Jsgcuam«sg.wm SYSTEM PARAMETERS PlanetCross ),g_ SrEEr

Configuration Anchor Upload
Security Server Clients

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

M/ MENT

Keys and Certificates Timestamping Services Add

Back Up and Restore

Timestamping service Service URL
Diagnostics

No (matching) records

HELP

Version Approved Certificate Authorities

Feedback
! Distinguished Name OCSP response Expires

BA LR TH—N—%BIRL, [OKIRZ VEBLET, HET D9 M4 LRI TH—nN—(F
CHANRE. ARICKVYELGYFIOTIIFERENEY (AE R PoC HFE), £21 A
RBTH—N—=[FY)—R/ — bRl GEEFE) ICERELTEYEFITDTIHERBVET,
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Security Server 1> A—JLH AR HHAB:2020%£2A5H $£1.6hk

FIaSil [DMATLLS) LOATON ML CH LT OTFU.I0.0D.0L 0V 000/ C0. | iMrU4. U | LACISL.DEIrUrro.oL.ociu
Geny
Add Timestamping Service X x

TiM  Trusted Timestamping Services

Timu
No
- —_
Apg
Dist OCSP re!
/C= N/A

/C= good
/C= Cancel‘ OK | n/a

IC=1P/O=Planetwav lanan/CN=TFST of Planetwav Intermediate | 1 Oroanizations CA 2019 oo

LLET. Security Server DA VR b—ILEDFREIFTZTT TT,

9547 LDEM, T—2Y—EXTONA F—DEMEITS &, hilifie T — 2 FEEITTEE
[ZiYFET, 3L <X [Security Server [REHA Kl 28 LTLEEL,
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Security Server 1> Ar—)LAAF

BHA: 202028508 £164k

ET B

N—3y B EEBE
% 1R 20192 A 158 |#hRHEST
%118 2019 £ 2 A 28 H %%é@ﬁftﬁi%ﬁéﬁm
% 1.2 iR 201943 A8H XENOERE B
XENDRBRZEH
XENDRBRZEH
XEDEBRZ 2AMICER
BI1SH  |2019%3A0B | 1312 yMEEl OBEEEM
[7.10 Security Server O &E#R5E T 1 (IHEEB)% [Security
Server M&$%1 (1B 7.9, # 3.10)I#iE
3EIZRHEL Y R—+rZEM (ChIZKYIB3E (#IHAE
E) N4EICHBE. DATLEHRZ1EIZEHN)
14 J2019FBALE [0 SURT L UY— BT BRBEEE
XENDODRBRZEH
5% 1.5 20201 RA208 [Ny s—YURY MY —N—[CHTHEBHZEBE
5 1.6 hR 20202 A5H BRICDOWTHREHEZEM, 7V —ZFH
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