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1.1 NERHEE
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- FIRMTFUA—DOT FLRELRABERHY—ERDCABLIUVI A LRE Y TH—
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Security Server & MEE{RAY PlanetCross BEE#RIICEF SN TH Y. PlanetCross —E X
HERAH LW E=ITRHEET 5 1= Security Server Z{# 9 5 PlanetCross * >/ \—®DHJ
YRFLTT,

«  Security Server DFiEHE

¥4 7€ O Security Server & ;51218243 5 PlanetCross #* >/3\—T9 , Security Server DFfH
X, KFD T+ > kT Security Server 7 54 7 > k1) X k("Configuration" -> "Security
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2. A—Y—EE

2.1 Aa—¥—nAa—)L(#&5)
Security Server [, RDA—HF—DO—)LEHHR—FLET,

o &Y T 4 EYFE (xroad-security-officer) - R E.BR. B LVAAENDEEZESL ¥
D7F4R)o—¢teXa )T BEHFHLELET,

o Z§}IE Y4\ (xroad-registration-officer) - Security Server 7 54 7 > FD&EF L HIBREIEY
LEY,

o Y—EXREHEH (xroad-service-administrator) - Y—ERXRDT—R 7O RIEEZEELE
ED

o L RTLEHEE (xroad-system-administrator) - Security Server D4 X b—JL, FBE. &
FUVAVTFUREEELET,

»  Security Server 7 74 —/3—(xroad-securityserver-observer) - REDwRET U t RIEL
L T Security Server DIREZHET S5 EMNTEFET, COR—ILEEL T, 21— —IC
Security Server DEEI1—H—A U3 —TJ A ANDHEARYERT7 IV A ZRET S
ENTEET,

—ANDA—H—[IEHOO—ILEZHFDIDENTE, EHOAI——DRELO—IILEFHFEDZELT
2FET, HEO—ILICIE. VRATFLDA VA F—ILEIZERENERIGET A VRATLTIL—THH
UEd,

L, 4 FO&FEREI VaviE HEDTIaveaRITTHEHICENI—HF—O—ILIN
BEMNERLET,

REB) <TUERE: EXa)TEEE>
A4 LT3 A—H—IZRHEDEI RV ERTIHERNGWES. 77U a3V ERKT SR
BURBERTICBYET BT 5F—R—FOHEAEDOEOIVRT I3 VEFERALTER

DERITIDEDBTEFRA) HASNT—RETI L IVDHANRTEIN, 21— —1F|
ATEFEY,

22 A—HY—DEH
A—H—EE(E, root I—HF—HERICENNTAT U RS A VTEITEINET,
2.2.1 2—H—DEM

FLOLA—H—ZEMTHITF. ROV FEANLET,

$ sudo adduser username
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2.2.2 A—H—EBORE

ER LTz —Y—ITHREZMET HI2E, ZETHIVATLATIL—TITEMLET . EZE,

RDESITLFET,

sudo
sudo
sudo
sudo
sudo

vy Ur r r

adduser
adduser
adduser
adduser
adduser

username
username
username
username
username

xroad-security-officer
xroad-registration-officer
xroad-service-administrator
xroad-system-administrator
xroad-securityserver-observer

aA—Y—#ERIE. xroad-jetty —ERBEERICOAFBERINET,

2.2.3 A—Y—ER DHIK

A—H—ERZTHIRT 51-0ICIF. ZBTEIVRATLIIL—Thoa—H—%HIBRLET. =&
ZIE RODESIZLFET,

‘$ sudo deluser username xroad-security-officer

2.2.4 A—H—0DHIE

A—HY—ZHIBRT BIZEF, ROEIIZAALET,

|$ sudo deluser username
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3. Security Server 2 547 > FOER

PlanetCross —E X ZEAF /- IXIR 9 B(2I1%. Security Server 7 54 7> b
PlanetCross EE B#BIIC &k > TRBIN R —EX TANA F—IZRIESh D
BFE | 2EF HYET.

Ff=. V347D S4T7 2 OMERT S Security Server [ D BE&EST 1%
PlanetCross EE B #BIC B L A (TNIEHY FE A,

ZDEY 3 U TIlE, Security Server DY 5S4 72 FDOERBIZDONT, BRBALET,
(i¥5E)
Security Server M4 54 7 > kI&. Security Server DFFE&E LIZEL Y E T, FMEEDIERIL.

Security Server D4 VX b—)LEFICEER SN FET, FIEEDFEMIZ DL TIX. [Security Server
AR R=ILHA K] 25BLTEZELN,

3.1 Security Server 2 54 7 > FDIKEE

D347 MZIRUTORENHY £,

R
;

e

B

D547 FDIERMN AN SN, Security Server ITREFTHI_EERLET,
R f=t=L. 254 7> b & Security Server I MDEEESTF(X, PlanetCross B E#ES
[CEFEINTUVEMRETT, (B&ENITAT—4 ABHIIC Central Server [Z&
SNTWBIEE. V53472 MET—2ARRIC TEEE KEBIZHRYET),
MREFEE 0)4ﬂ< EMD, V34T MEIRDKEIZHBITTEET,
-T&\h): V5472 bDOEER U TR bH Security Server i LiEE S5

A
Ho

- THIBRE 1 - 2547 > bDIEHRA Security Server DREMN HBIRR S NI-15E

95472 D&Y U TR L& Security Server i 5 Central Server [2E{ESh
2430k =M. U547 > k& Security Server @ BEEST 17X FE 72 PlanetCross B2 & #E8(Z
EOTEBINTULVELVKEETT,
F&sxth ) RENL, V5472 MIRDKEIZEBRTEET,
-TE\EF V54 7 > b & Security Server D ESEAS PlanetCross EX B #R8(Z
KO TERINTIIG
-THIBRHR ) : V54 7/ MEIBRY) 2 TR kA Security Server i 512 Shf-15

2 54 7 2 k& Security Server [EIDEE ST (TA3. PlanetCross 558 B T &2
b3 NTWHKETT,
CDIREETIE. 254 7> ME PlanetCross Y —E X #12t L, FRHT B EMT
FFETMDIT RTOEHMNHE-IN TS Z EHFIR).

[E8EF] ORENL, V53472 MEIRDIKEIZERTEET,

150 —N\JLITS5—): 95472 k& Security Server MR D RBE:EAY PlanetCross
EEHEICK->-THMYEINES,

-TBIBRF: 25472 LEIBRY 2 T X LAY Security Server h 5&E{E S NT-5E
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KR Bii;
O 924 7 > k& Security Server [ MDBEEE (T (14 Central Server THY JH S f=4K
sga—ms | BT,
T5— (o0—nm)LTS5—] ORENDL, V54T MIRODKEICBBTEET,

- [&8%5%F1: V547 > b & Security Server D ESE (T 1A% Central Server (218
FTEIN=HEEPBIZIEL. 2547 > k& Security Server BIQBEM TATS—D1=
BHIzEkbhhi-B8).

- THBIRRFE] : 2547 > bDIESR Security Server DEREN SHHIBR S =155,

& 95472 FDHEIERY — TR kA Security Server hh 5% {E S N-IREETY,
4 p e EIBRR ] DREND, V54T FMIRDKREICBETEET,
THIBRFE ] - 254 7> bDIEHRA Security Server DEREMN HEIR S NI-15E,

3.2 Security Server ~DY 54 F7 > FDEM
Security Server [TV 5S4 T7 2 b EEBMLET, <7V X1 EHFELE>

1. [Configuration] * — 1 —T. [Security Server Clients]%:#{R L £ 7,

I SECURITY SERVER CLIENTS Planetcross 3X

Search

O Name D
Test Company2 MEMBER : JP-TEST: COM: 11111115
Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : PXTESTPORTAL

Add Client Xuser

i o f & F
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2. [AddClient]%%> ') v o LET,
W4 ROT 954720 FOBEREFEITANT 55, £1z(X[Select Client from
Global List]Z 2 ) w4 L. X T® PlanetCross * V/I\—&ZFDH TR T LOEMNS Y
AT FOBEREIELET,

JP-TEST : PWazure-SP05-S5-T B W .
T e SECURITY SERVER CLIENTS PlanetCross %{ Add Client e
Search
System Parameters O Name D
Test Company2 SAERARER LR TEET L Fraa . A a A E i
Test Companyz | Add Client X % | pXTESTPORTAL io s oaw

Keys and Certificates

Back Up and Restore Select Client from Global List

Diagnostics

Member Name
Member Class * COM v
Version Member Code *

Feedback
eedbad Subsystem Code *

P-TEST : PWazure-SP05-S5-T Slana A .
IR-TESTIRvas SECURITY SERVER CLIENTS Planetcross 3 Add Client xuser

Search
Select Client x x
System Parameters O Ny
i &
. TESI ﬁihow only local clients ¥ :
® Tes L io S e
Member Name Member Class Member Code Subsystem Code
Keys and Certificates
Back Up and R No (matching) records
Diagnostics
Version
Feedb
& : 5 A N4 b
I S e SECURITY SERVER CLIENTS PlanetCross 2 Add Client Xuser
Search
Select Client % ]
Systemn Parameters O Nar
i &
® Te 11115 mshowonly\malilwems" 2
e Tes L i -~ &%
Member Name Member Class Member Code Subsystem Code
Keys and Certificates
Back Up and Test Company2 oM 11111115
EETmETs Test Company2 com 11111115 Kasumimisp2
Test Company2 Ccom 11111115 KasumiTest1
Test Company2 com 11111115 KasumiTestsaeg...
Test Company2 oM 11111115 KasumiTests
Version
Test Company2 com 11111115 KasumiTest3
Feedback
Test Company2 oM 11111115 KasumiTest4
Test Company2 com 11111115 KasumiTest2
Test Company2 COM 11111115 MISP2
Tart Camamae 2] [ty EEEEEEEES NatinntnD h

|
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JP-TEST : PWazure-SP05-SS-T

SECURITY SERVER

System Parameters

Keys and Certificates

Back Up and Restore

Diagnostics

Version

Feedback

SECURITY SERVER CLIENTS

PlanetCross X

Search
© Name ID
Test Company2 SAmRARER L TEeT . mAs AL ddadaaaE
Add Client x x

Test Company2

Member Name

Memb

Memb

i1 PXTESTPORTAL

Select Client from Global List

Test Company2
er Class * com v

er Code * 11111115

Subsystem Code *

Add Client xuser

iw F s

3. VATV rDEREAALI=L, [OKIZY v L. [Confim]&EV v I LET,

FLWI AT 0 MK TRER] RE

nFE9,

JP-TEST : PWazure-SP05-S5-T
SECURITY SERVER

System Parameters

Keys and Certificates
Back Up and Restore

Diagnostics

Version

Feedback

JP-TEST : PWazure-SP05-585-T
SECURITY SERVER

System Parameters

Keys and Certificates
Back Up and Restore

Diagnostics

Version

Feedback

SECURITY SERVER CLIENTS

Search
O Name
Test Company2
Test Company2 Add Client
Membe
Membe
Membe
Subsyst

SECURITY SERVER CLIENTS

Search
O Name

Test Company2
Test Company2

Test Company2

Confirmation Required X
Do you want to send a client registration request for the added client?
New subsystem 'subsystemxx’' will be submitted for registration for member 'Test Company2 COM: 11111115",

=1

& T Security Server 7 54 7 >

PlanetCross >/\\/<

D
MACKADER 10 TECT « FARAL 11114948
X % pXTESTPORTAL
Select Client from Global List

r Name Test Company2
r Class * COM v
r Code * 111111135
em Code * subsystemxx

PlanetCross %

D
MEMBER : JP-TEST : COM : 11111115

SUBSYSTEM : |P-TEST : COM : 11111115 : PXTESTPORTAL

SUBSYSTEM : |P-TEST : COM : 11111115 : subsystemxx

FDUR MZEMS

Add Client xuser

i -

i o e @

Add Client Xuser

i -
i Ff & 8

i Ff & g
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3.3 Security Server 2 547V FOERLRARLIIBAEDRTE

Security Server 7 54 7 > Lk hPlanetCross M L TR EINZ A v E—DICERT H=HIZIL,
ELRABLIAZEERTET IRLELHY FT,

G=356)|

SEBAZ Y IR TAICEREITEINERA S I VATLAR Y IV RATLOREE (T HEH L.
PlanetCross » »/\—)DiIBAEZFEALE T,

» A C Security Server [Z&$F &L TULV3 PlanetCross X /IN—DH TR T ALK, A vE—T%
ER2THDICEILEZHMAZEZFERALET, BITAUN—DERRMBAELELHEE. TOA
UN—DYITVRATLEEMTSEEIZ. HILLWELGABRS LV EFLIFXIRAEERET ILEL
HYFEA,
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3.4 PlanetCross B5E#$BSIZ Security Server 2 SA 7> b2 &8T5
Security Server 7 5 4 7 > k% PlanetCross B E#EEIZEHE T HIZI1E. ROFIEEETLET,
1. Security Server 7 54 7 > b &E#&') U TX % Security Server W EELFET,

2. D54 TF7rDEE) D TR ME, PlanetCross 1 Y X4 U AN FIBIZHE- T
PlanetCross BS EHBIICEIELE£ T,

8% U TR MK, PlanetCross BEB#EICk > TERBINIDLELHY T,

3.4.1 Security Server 2547 D& &%

DA77 hBEV VIR NEEFETHEHICE. ROFIREXRTLET,
<TOUtwAR¥E: ZFELE>

1. [Configuration] #* — 21 —T. [Security Server Clients]%:#{RL £,

2. Security Server 7 S A7 bDUYR D TREF] KEDIV A7V FEERLET,

IFTESIEEWanEes s SECURITY SERVER CLIENTS PlanetCross Y Addclient | xuser
CONFIGURATION
Search
System Parameters O Name ™
Test Company2 MEMBER : JP-TEST : COM: 11111115 i -
MANAGEMENT Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PXTESTPORTAL iw s e
Keys and Certificates Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : subsystemxx Bﬂ: S & F

Back Up and Restore

Diagnostics

HELP

Version

Feedback

3. [Details]7Aa>%21)vo L, W=« > FOT[Register]=Y 1) v LET,

S o SECURITY SERVER CLIENTS PlanetCross 3§ o
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : subsystemxx Register  Delete X x
iDetails | & Service Clients | /Services 4 Internal Servers = ## Local Groups
-
Member Name  Test Company2 AN
Member Class coM i s e

Member Code 11111115

Subsystem Code  subsystemxx

CERTIFICATES

Version CA Serial Number State Expires

Feedback

Planetway Avenue Cros... 70459471153022725 in use 2037-02-02
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4. [Confirm]ZV )y LTI IR MEEEFELET,

JP-TEST : PWazure-SP05-S5-T

SECURITY SERVER SECURITY SERVER CLIENTS PlanetCross )/\< Add Client XUS
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : subsystemxx = x
evetem P " iDetails | & Service Clients Services | & Internal Servers 3 Local Groups
Systern Parameters
i -

Member Name Test Company2 i8 £ &8

Member Class COom i o~ & 3

Confirmation Required

x x
Are you sure you want to send a client registration request?
New subsystem 'subsystemxc will be submitted for registration for member 'Test Company2 COM: 11111115,
Feedback

Planetway Avenue Cros... 70459471153022725 inuse 2037-02-02

Close

JO IR MEEETSHE. TRequestsent] WV A YE—UDARTEIN, V5472 FDIRREIL

[Z8kH ] [CEREINFEFT, PlanetCross BiB#ENERERZE LI-RIC. 75472 bDOiREE
[ T&EF) ICERESH, BHEIOEREIETLET,
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3.5 Security Server W59 54 7 > FDHIB

Security Server W6V AT 2 bEHEIBRT HE. V54T MIBEET 5T X TOIFHR(WSDL,
H—ER, 7Ot RE, DETHNEIBAR)L S —N\—hISHBRIhET,

GEXH)|
195472 OBIRENTI=HEETH., TOERRHEEND Security Server I[ZEFINi=fhD Y
SATUR, EAZFEIBRENT=954 7 HET B PlanetCross » Y /\—DD YT X T
LIZE>THERAINTWDIGEICIE, ERLFHREZHIRT S EITHELEFEA,

PlanetCross ERB#EICBFZEFA T IBHHPRELERTSINDG Y 547 2 ME, BIFRY 511

BERERTIVELHY FT ., BEREERRA X ML, Security Server Hh 5 Security Server 7 5 A
7 > LHEIBR' 2 TR k% Central Server [CEELET .

35.1 VUSATUNDERERIRT S
DIAT7 0 DERERRT BICE. ROFIEEZEITLES ., <7V tX#E: SHEBHE>
1. [Configuration] #* — 21 —T. [Security Server Clients]%:#{RL £,

2. Y—N—"D0GHIBRLEWI AT REERL, V5472 FOITO[Details] 74 22 %
2999 LET,

JP-TEST : PWazure-SP05-55-T B N -
e Wz SECURITY SERVER CLIENTS PlanetCross 3 Add Client e

CONFIGURATION

Search

© Name D
Test Company2 MEMBER : JP-TEST : COM: 11111115 &
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PXTESTPORTAL E & & @
Test Company2 SUBSYSTEM : JP-TEST : COM: 11111115 : subsystemxx . e @
Det:
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3.

KIREINTI=D 4 > FOT, [Unregister]%=2 1J v - L. [Confirm]ZV Uy Y LET,

P-TEST : PWazure-SP05-S5-T T N4 .
lsscumw SERVER SECURITY SERVER CLIENTS PlanetCross 3X Add Client Xuser

Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : PXTESTPORTAL Unregister I x x

iDetails | & Service Clients  ,“Services & Internal Servers 48 Local Groups

Member Name  Test Company2 P s .
Member Class CoMm ij=|s/&|®
Member Code 11111115

Subsystem Code  PXTESTPORTAL

CERTIFICATES
CA Serial Number State Expires

Planetway Avenue Cros..  70459471153022725 inuse 2037-02-02

Security Server [, BEIMIIZY 54 7 > bHEIBRY 2 TX k% Central Server [Zi£{E L.
Central Server [EZNn%2{E9 % & Security Server £ 54 7> FREIOBEER TEEIRR L
F9,

4. HIBRY 2 TX D Central Server ~NDEEICDVWTDBEHNDIRREINDIDT, 954ATFT
FDIEREEBAZ 2R ) ZBIBRT SO HERELET,
95470 bDERET CICBIBRLEWESX, [Confirm]ZE2 ) v o LET,
D5A4AT7 Y FDIIAZEFEIRT 24 T a vhRRTEINFET,
SERREFHIBRT 512X, 5 —E[Confirm]Zo Uy LET,
92470 FOBREEREFELZWLEEIE. [CancellZ 2 Uy I LET,
DS5AT U RE A yvtE—CFMNT BT EMNTET PlanetCross BEE B ICEE &I
D EMTERL THIBRF ) KEBIZHBITLET,

5 THIRRH®) KEDIVSAT7 2 FOERZHIRT BIZIE. U547 2 FDOFiTD[Details] 7 A
aAVEIYYILET,
95472 FEREIRL, BV > Ko TlDelete]2% ') w45 L T. [Confirm]Z4 ')y
9 LFET,

[EEE]

Security Server /" LEIBR VTR M EEETHI LG, BRINZV 547> % Central
Server M b ZHERBIRT D ENTEEFT  CDHETIE. V547> bEHEZHT S Security Server
DEBEF. EREBBRI SV 472 MIETLHEHRETEL ) Y T X k% Central Server DE

BEICEETIDHENHYET., ¥ 547> bH Security Server M5 DHEIBRY) Y TR R LT

Central Server ML HIBRSNIIGE. U 54 7 > bI& Security Server [Z T A—/\)LTS5—] K

BTRRSINFT,
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3.5.2 9547 EHIKRT S

Security Server 7 54 7 > MM&, KA TREFEL. [ 0—)LIT5—] Fi=(& THIBRS) TH
NIFHIBRTEFE T, [BHREF] F=(E TEED) OKRBIZTHDI 5472 bE. BIRT BRTICEE
BT 2WBELHYET,

DA77 MZEEIBRT BICIE. ROFIEZERITLET . <7V XHE: FHEHE>

1. [Configuration] #* — 2 —T. [Security Server Clients]%;Z{RL £,

2. Security Server WS HIBR LW SA T b ET—TILMGEIRL, ZDITD[Details]7
A &2y LET,

JP-TEST : PWazure-SP05-S5-T m— 7 "
L SECURITY SERVER CLIENTS PlanetCross YK add Client xuser

Search
System Parameters O Name 1D
Test Company2 MEMBER : JP-TEST: COM: 11111115 is
MANAGEMENT Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : PXTESTPORTAL i f & F
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : subsystemxx s & F

Keys and Certificates

Back Up and Restore

Diagnostics

HELP

Version

Feedback

3. W=DV 4 2 RUT, [Delete]z2 ') v LET,

JP-TEST : PWazure-SP05-55-T SECURITY SERVER CLIENTS PlanetCross JX Add Client xuser

SECURITY SERVER

Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : subsystemx

iDetails | € Service Clients  /#Services @ Internal Servers 48 Local Groups

System Parameters
i &
Member Name Test Company2 i® F e @

i % F & @
Keys and Certificates Member Class oM

R omali=re Member Code 11111115
DIEgﬂOStI(S
Subsystem Code  subsystemxx

CERTIFICATES

Version CA Serial Number State Expires

Feedback

Planetway Avenue Cros... 70459471153022725 inuse 2037-02-02

Close
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4. [Confirm]Z4 ') v - LTCHIREZEZELET,

JP-TEST : PWazure-5P05-S5-T S [rore 4 "
SECURITY SERVER SECURITY SERVER CLIENTS PlanetCross z\< Add Client
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : subsystemxx =z x

iDetalls  #fservice Clients  ®Services @ Internal Servers 38 Local Groups

Xuser

System Parameters

i -
Member Name  Test Company2 P s e W

i .
Keys and G - Member Class COoM

Back Up and

Member Code
Diagnost Confirmation Required x x
Subsystem Code

Are you sure you want to delete the client?
CERTIFICATES

Feedback

Planetway Avenue Cros... 70459471153022725 in use 2037-02-02

Close
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3.6 Security Server [ZEBD A N—%BET S

Security Server [CIEHD A UN—%BRT HBEILELGFIEZLEHLET,

3.6.1 ¥ T1tYbD Security Server R AT 35BS

UTIE, FIL—TARXRELVTIL—T 51N AWS ZFAHL TEHY . Security Server (X1 v k
NDHTHIN—TE4D DB EHET BH5EDHITT,

&= REATSA

PlanetCross
Engine
o ==
RIERICA &= &
Internet
[nj%:;
Ast AttGr.&tt14t
FW
[ ? ]Subnetl
Security
Server-01
Subnet2 | Subnet2
| l |
EECER
IaaS/PaaS amazon

1. Member Code &8k ##E A DITLVET,

PlanetCross Engine I &8 %9 5KEZERLFET,

2. &1t%H® Member Code T Subsystem Client #/ER L £ 3,

(1) [Security Server Clients] > [Add client]#EfTL £ 9,
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(2) Security Server B{&® Member Code & [E51D & %15 M Member Code T Subsystem
Client Z#EBLE T

PSR b At bl SECURITY SERVER CLIENTS

Search

O Name D

# Test Company2 MEMBER : JP-TEST : COM: 11111115

©  TestCompany SUBSYSTEM : |P-TEST : COM: 11111114 misp2

® Test Company2 SUBSYSTEM : JP-TEST : COM: 11111115 CorporationDB

e Test Company2 SUBSYSTEM : JP-TEST : COM: 11111115 PatientDB
Add Client x x

SELECT CLIENT FROM GLOBAL LIST

CANCEL oK

3. &9 ® Member Code DEEBAE% A VA R— L ET,

(1) [Keys and Certificates] T Sign key #/ER L £9
(2) [Generate CSR]T&#t® Member Code ##5%E L 1= CSR R L £T,

e V5 AND CERTIFICATES

.........

xxxxx

GEMEIATE (53 oeLETE

Generate Carifcate Sgring Raguest

— JTESTEONE 113114+ :

(3) CSR ZEIMER SN T=EIAEZ A Vv R—FLTETLET,
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4. X2 )F4 b=, B, BLUVHAENEE

41 2xa)T4 =02, B, BXUIBAZ DA

ATz M=, BELIFARE)DORTAKZRIRT 57280, Keys and Certificates | E
ATCIEROERENMEASINET,

EE26 K&

A T2 Y bE Security Server THIRRIEETT A, £ TP =¥ FOHERIT
Security Server DR EICRF SN TLVGELVKEETT,

HE f-EzIE. AR— b H— FAY—N—[ZEHFEIATIEVETA, Rv—rH—
FDIEBAEN Y —/N—IZA VR— b SR TOWEWAEEELH Y FT,
HEOERICHDIAHEEL., A vE—COHNICEIFERATEEEA,

AT 2 Y bE Security Server THIRAIEETHY . £ TP =¥ FOHERIT
=| Security Server DFEEICRFESNTULET,
HOWESOIBAEEX, A vtE—CORNICERTEET,

472 x4 bI& Security Server TRHIETEE A,
JL—DERITHIIMAEIE, A vtE—COBNICIFFERTEEEA,

JL—

(EEE]
BTNARBLUVBEOBERIEROVNIT N DS TEBMICHREICRESINET,

- BTNA RE K VRIZEEET HEEBHEA Security Server [T ViR— kEnf-HE

- D CSR MMER SN D I5E
FRRIC. BT NAABLVEOBFERIE. REOEET HFAEF =X CSR AHIBRSNI=&IZ.
Security Server $EHM 5 BEIMICHIBR SN ET,

4.2 EEBEDEFIRE
ZERIREE(X, FIBAZE D PlanetCross Y AT AICHFTAHEAARIER IV EDKSICFERTESN %
RLEY,

Keys and Certificates ] BEIE TI&. MKB&1 FICFEBAEZE D EEFIKEE( THIBRFEA 1 ZBROMRRS
nFEY,

4.2.1 ELRRAEDOEHFIRGE

Security Server DE & HIIRAE L. ROFHFKEOVLTAMIZLEY FT,

B B

SEBAZE A Security Server [24 ViR— kS, ZOREICRESINELT,
s [&483%%) REEDEL AEIBAZE(X. PlanetCross A vt —CICERK T BA-0HOIZF
BRE | moszd,

Y—N—EEMSHAENEBRSINFE L,
Bl SEBAEA THIRRF I IREETH Y. Security Server [CEfiENTWEN—FKH 7
F—TNA RSN TV SEE. SAEFERVERICRTEINET,
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4.2.2 PRELH

Security Server D FREERAFEAE (.

REREDEHFIRE

ROBHEREONT NG YES,

B

REF

SEBAE A Security Server [IZ4 ViR— ka3, ZOREICRFESINLA, &R
RICEEIATVWERA, CORENS, FIAEEROKEICERLET,

- [Z§%rh ) : Security Server M5 Central Server IZFBEEFRIBAZE D &R
IR MAEESINT-IE
- THIBRZE ] : Security Server REMNSRIAIAZOBERIEIRINIIGE

BHEETH

SRELFGIEAZE D &) U T X FAMER S . Central Server ITEESNhFE LT
M. EERAE & Security Server BIDBEM (FIXFELEKRBINTUOEEA. D
REEM S, FIBAZIERDREIZEBRLET,

- T & ERF A : RELFZEEAE & Security Server & ORI DREES A
PlanetCross BE B#B(Z &k > THEE S5

- THIBRS ] : SEBREZHIBRY) 2 TX kA Central Server [ZEEBFHDIGE, 1—
H—(k, BILAEAZOHIRY VTR FOREENKBKLIZEETEH, DK
BE(CERBIMICEBR TEET,

BEREH

n.unLT:FﬁnLT:Eﬂit Security Server MDD REEF(F 4% Central Server THEEIR SN
TWEY, COREDORI A HASZS ZFEAL T, PlanetCross » v t—T %X
By -0 X a7 RT3 MF Y RILEHEILTHIENTEEFY, &
DREMN S, FERAEZEXROIREBIZERTEET,

-rga—nNiLTs—) uunLT:Fﬁan:Eﬂit Security Server DfEIDEAE ST (+AH
Central Server THR Y B S 1-15
rmmmjTwiwmmualxrﬁCamm&wal%Eéhfué%eo
A—H—I(&, RIAFAFAZEEIRY VIR FOEENKRBLTEHE., ZDKREIC
BBITOHLEBHETIIENTEET,

O
Ja—nNJLT
5_

SRELFAEIEAE & Security Server DREIDBEE T 1+AY Central Server THY JH S
nt=ima8, COREN L, FIAZEIEROKEICEBTEET,

- [ Z8%5% ) SREIAEIBAZE & Security Server MRS EEE (A% Central Server
ICERINEEEWBIZIEL. 2547 > k& Security Server DREIDBSEST (1A
IS—DE=BIZEbhbni=i58),

- THIB&% 1 : Security Server SXEM 5 RILAIBAZDIFEMAEIBR S 1-15

@
BB e

SRETFEERRZE D &5 U T X FHAYERL S L. Central Server IZ 121.=éh$ L
- COIREEMN S, SERAZEITRDIREICERTEZET,

- THIB&Z 1 : Security Server SREH 5 FRELAFIBAZ D IFHRAHEIFR S 1-15

HIBRF

SEBAE A Security Server FREM HHIBRSNFE LT,
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4.3 SERAE D EIERRE

AR EEIL, SEBAE A PlanetCross VA TLMNSMII L THEATESN., FEDOLSIZFER
TEHAMERLET,

Keys and Certificates EIE Tld. EFAZEDHMIKEZL OCSP LARVAMFIZRRLET., &
SERRE( TER 28R )X TEFF) KEBICHLAAEDIHESITRTLET,

Security Server MFEBAE (L. ROWT L DEMEIREICKEY T,

AR B

SEBRZE(CH%N7E OCSP L AR AMVE LVOCSP L R 7R > X H3h#AR
|& PlanetCross BE B HBEIC &k > TERE SN D) F 1=IE&x%ED OCSP L
ARVAD "FH(LARAHY VIR FSNIEEAEIZDOLNT
HMLHBEWNFERIEIS—EZ o158,

TER (AME®RAGZL)

el SEBAEICET 2% %D OCSP LRARUAH ] ShFE LT,
SFEAE(CREIT 2 H\%MD OCSP LAKRU AN THE®) TLI=, TA®
' KEDIAAEDAZFERAL T, A vE—TI2F4% L. Security Server

DEDEREEIT D ENTEFT,

AEAEOAMRTANBEE L, SBAERE TV T4 T TIEEL,

ML ~ DIEBAE(Z DL\ TDH OCSP 4 T 1 — (X245 L £ HAr.
SIPAZEIZEAY 2 &% D OCSP L AR A A "Revoked" TLT=, EE

BH 5 BERT7I T4 TTIREL, COIEPEEIZDNTDOCSP T 1) —
[FETLEE Ao

) 1—F—(FRAZEEEMEY—I LE LT, SEREET I T4 I T

T2 <. COFRAZFIZCDONVNTOOCSP 7 T —IEETLFEH A,
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4.4 FERAE DAL L EZIE

|EITAAZ(X., A vE—TDE RS Security Server DRID ¥ 1 775 F ¥ RILOFEIL(FREE)I<
FEATEEEA, SIAENEDITLE>TWSIHE, MBEFHAE] T—JILD TOCSP LRAKRY
A WORT—2 X(E TEH) TT,

SIAZEZEIFEIEBEINICTHICIE. ROFIEEZETLET,
<77tz1§ muul—tﬁﬁn.l.—tﬂﬂio)i’a_A t:F:L T4 ?Hé%>
<7V LR¥E:  ZL4RHAEOSE X2 ToEEE. EHELE>

1. [Management] * — 1 —T. [Keys and Certificates] Z:#iR L £ 7,

2. FBAEFAVICTBE=OICIE. T—TILHh S ENDIERAEZEIR L. [Activate]ZV 1) v o
LET,

Search

Certificate Member et
response

Token: softToken-0

Key: Authkey (auth)

Expires Status

Planetway Avenue Cross Issuing CA F 0.
245025238153862808 disabled 2037-02-03 saved

Key: Signkey (sign)
Planetway Avenue Cross Issuing CA 38472... COM:11111115 good 2037-02-03  registered

m Activate Register Import certificate

AEBAZEEENICT BT, T—TIHoB/HLIAELERL., [Disable]z v o LE
ER

JP-TEST : PWazure-SP05-SS-T KEYS AND CERTIFICATES Planetcross 3¢

SECURITY SERVER Xuser

Search

Security Server Clients

Member 1P Expires Status
response

Token: softToken-0

Key: Sign Key (sign)

System Parameters Certificate

Planetway Avenue Cross Issuing CA

Back Up and Restore 70459471153022725 COM: 11111115 good 2037-02-02 registered
Di tics
SR Key: Auth Key (auth)
Planetway Avenue Cross Issuing CA 774... good 2037-02-02 registered
=n e e
Version [

Feedback
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45 AR LIAEDRTE & &BiF

Security Server (&, EHORAARS L VAEZF O LATETEFI WAL, RARARDERE
FDIHFE).

B DRI FABE L AIBAEDERTE. RALAFIBAZE D Z KA EAIZ DU TIL. [Security Server 1 X k—
WAHA K] 28BLTLESL,

4.6 EEBAEDHI
PlanetCross BB H4RAT TB8EH ) £k B85t RECHIRMMAHEL. SRS 25

[CEBRAERT DIVENHY T3, BERMEIRA N> ME. Security Server 5 5 Central Server ~M
RELFAGIBAEDHIBR) VTR R EEELET,

4.6.1 RAEFIEABRDEHRZEMIRT S

RELFAEAE D EFRZMRRT HICIF. ROFIEERTLET .
<TUER#E: X)) T4EHE>

1. [Management] * —1—T. [Keys and Certificates] Z:#iR L £ 7,

2. TBHFFEH FE TE8EP) OREOREAAEZ ZREIR L. [Unregister]ZV ) v L
i—g-o

P-TEST azure-SP05-S5-T A N4
JSECURITY VER KEYS AND CERTIFICATES PlanetCross /\< xuser

Search

Certificate Member Expires Status

Token: softToken-0
Key: Sign Key (sign)
Planetway Avenue Cross Issuing CA704... COM: 11111115 good 2037-02-02 registered
Key: Auth Key (auth)
Planetway Avenue Cross Issuing CA N
7740353447306764211 good 2037-02-02 registered
@ Unregister I Import certificate

ZFM. DIIFAGIBAZDHEIR') ¥ T X ;A PlanetCross Central Server [CEEIRIIZIEE S,
Central Server TIEZNEZ (TS &, RIALAIRAEZEZHIBRLET,
JDOIRMNEBIZEESNEBAE. TUIIRMEEF] WS AvtE—UhARTEN, BEE
SEEREAS THIBRA ] KEEICHBIT L,i'd’o

[GEE2)
B SNI-ERELAREAZE (X, Security Server Zr L CTHIBRV VTR FEEETHI LG TH,
Central Server WL HIBRT A EMNTEET, ZDIHFA. Security Server DEEE (X, HIFRT 5
RALFAGIRAEICET 5 1F8ESET ) VY T X k% Central Server NE EE%LJEE?’%)Z\E%J\% YE
9, Security Server h 5 DHIER') 7 T X F7E L T Central Server h 5 FREEARIBAENHIBR S L1
HE. TDIBAZE(L Security Server T [ O—/N)LIS5—) RETRRTINFET,

Planetway Japan Confidential 26 © 2019 Planetway Japan Corp.



Security Server REH MK BIH: 20202 A58 £ 13k

4.6.2 REBAFEF-( CSR B DHIER

VAT LREICREL TV SR AMAER. RES TREFAL, 170—NILI5—] F0F
FHIBRF ) THNIFEIBRTEE T . ERAMAES LU CSR BT, BIZORTLREMN SHIER
TEFEI,

EAEAN—FD 7 X2 T 4 b= VRSN TV SHEE. AlRRITRD 2 DO LAILT
BELET,

o EAENY—N-RFREITRESNTNSEE, BIREERHEZ Y —N\—REILHIFRLF
I, EXa VT4 =Y D LEFHIBRLEEA,

o ARAEAY—N—REIRFESATOVLEVGSEEIAZOERNERDISR). HIFRIIFEHE
EEXal)T4 b=V DBRIKRLET(F—I A OBEEZYR—FLTWLEIEN
Hl{R).

FEAAEF-E CSRBAZHIBRT 57=IC1F. ROFIEZETLET,
<TYUERE: RARAMHAEDNESE: tX1 ) TrEEE>
<THERE:  EL4RAHENEE: X1 TiE4E, ZHELE>

1. [Management] * — 1 —T. [Keys and Certificates] Z:#iR L £ 7,

2. T—JIDLIAEFEILCSR EAMEERL. [Delete]z¥ 1) vy LET,

P-TEST : PWazure-SP05-SS-T \ Y
JETESI; Bwas KEYS AND CERTIFICATES PlanetCross 3 xuser

CONF RATION

Search

Certificate Member Expires Status

Token: softToken-0
Key: Sign Key (sign)
Planetway Avenue Cross Issuing CA Py .
e e COM: 11111115 good 2037-02-02 registered
Key: Auth Key (auth)
Planetway Avenue Cross Issuing CA 774... good 2037-02-02 registered
@ Delete | Import certificate

3. [Confirm]Z¥ ') vY LT, HIRZHERELET,
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4.7 BZ=HIFRT S

g | TN TRENGREARTHE. TORICBHEMTTOITATOAATE LUV
=5 | CSREMELHIBINET,

BOHIRIEIRD2 ODOLANLTEMELET,

o BAY—N—REICREFESATVSHE., BRI —N\—HRENORZAIR(EIVEEY
HIEAE)ILFETA, X2V T4 b=V U LIEFABRLEEA,

o BAY—N—REICREFELTOVEVSE@ROERAERDESS). BIREEX1) T4 b—
PDUDLRBREHIBRLET(F—2 ONZOBEZYR— LTS & FHIR).

BEBIBRT 5=HI1C1F. ROFIEFEITLET.

<TOEARE : RARABROHE: X2 ) T+1EEE>

<THOERE:  EL4RBOBA: X)) ToEYE, BFAENE>

<TOERE: BREZHLLGVREDBE: tXa)T1ELE, SHREBLE>
1. [Management] * — 1 —T. [Keys and Certificates] Z:#iR L £ 7,

2. $E%EFEIRL. [Delete]zv J v o LET,

JP-TEST : PWazure-SP05-S5-T PlanetCross 3%
SECURITY SERVER KEYS AND CERTIFICATES anet! >/\< xuser
CONFIGURATION
Search
Security Server Clients
Syst: eters Certificate Member ocse Expires Status
response
Token: softToken-0
Key: Sign Key (sign)
€ | i
Planetway Avenue Cross Issuing CA704... COM: 11111115 good 2037-02-02 registered
Key: Auth Key (auth)
Planetway Avenue Cross Issuing CA 774... good 2037-02-02 registered
@ Generate CSR Delete Import certificate

3. [Confirm]Z5 vy L. B(ELVEEYT HAAE)DAHIREHEZELET .
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5. H—EXEBTE

5.1 PlanetCross HY—E X

H—ERIE2DODLANLTEEBINET,

e H—EXMEM. HIR. BEXVCEMEIXIWSDL LRNILTEITLET,

e H—EXT7FRLR, AFRY FT—08EHEAE. BEIUH—EREA LT MEK., H—

EALRILTERESNET, =L, —DDH—ERXDHRTEFR L WSDL ADMD T RT
DY —ERIZHBEIZHETEET,

5.2 WSDL ;B

HLULWWSDL 77 A /LAEBIME N D &, Security Server [$F 2 b H—E RIEREFADY . £
DEREH—ER—EIZRTLET, H—ERTA—F. 44 kL. 7 FLRIZWSDL h 535EAA
ENEI,

WSDL BT 5=OIZ1F. ROFIEZETLET. <7V EXHE: —EXEEE>

1. [Configuration]* = 2 —T[Security Server Clients]Z:&R L. T—TILhD I SA TV + &
BIRL. ZDITD[Services]7AaAVEI UV I LET,

JETEST RS TIESIESS2 SECURITY SERVER CLIENTS Planetcross J§ UT— o

CONF
Search
O Name D
Test Company2 MEMBER : |P-TEST: COM: 11111115 i &

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 i L

2. [AddWSDLIZY Uwo L, RRENF=D4 2V FIIZWSDL7 RLRAZAA LT, [OK|%E
21Uy LET,
WSDL & ZNICEFNSY—ERICET HFERN—EIZEMESNFET, TI+/I FTIL
WSDL (FESIKRETEMEINET,
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JP-TEST : RS_TEST §52
SECURITY SERVER

Systemn Parameters

Keys and Certificates
Back Up and Res

Diagnostics

Version

Feedback

JP-TEST : RS_TEST_S§2
SECURITY SERVER

System Parameters

Keys and Certi
Back Up and R

Diagnostics

SECURITY SERVER CLIENTS PlanetCross Z-\/( Add Client Xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem’ x x
iDetalls &fservice Clients & services @ internal Servers 48 Local Groups
i -

Search

iw &

Timeout Last
Service Code Title URL P Refreshed
+ WSDL (http://azure-DP05-RDBA-HD-01:8003/test_sql/test_sql.wsdl) 2019-02-13

5 N4 E
SECURITY SERVER CLIENTS PlanetCross Z\( Add Client Xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : R5_SubSystem1 X x
iDetails #fService Clients =/ Services = &b Internal Servers | i Local Groups

i .

Search
iw e

Service Code | Last
Add wsDL = x (s Refreshed
+ WSDL (http://azuy 2019-02-13

URL: +DPO5-RDBA-HD-01:8003/test_s¢l2/test_sgl2.wsdl
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JP-TEST : RS_TEST_S52 PlanetCross B Add client
SECURITY SERVER SECURITY SERVER CLIENTS anet! >/\< xuser
Client ID: SUBSYSTEM : JP-TEST : COM: 11111115 : RS_SubSystem1 X x
~ iDetails 4 Service Clients | /*Services | @ Internal Servers 48 Local Groups
Systemn Parameters
-
Search
i .
I I I I
Keys and Certificates
Back Up and Restore Service Code Title URL [nea Last Refreshed
Diagnostics + WSDL (hitp://azure-DPO5-RDBA-HD-01:8003/test_sql/test_sql.wsd]) 2019-02-13
+ WSDL DISABLED (http://azure-DP05-RDBA-HD-01:8003/test_sql2/test_sql2.wsdl) 2019-02-18

Version

Feedback

Close

WSDL IZEFENEHY—ERD—EEZXRTTSHICIF. ROFIEZEITLET,
« WSDL{TO#ENIZHS + BEEY Yy LT, VRMEEBELEY,
5.3 WSDL ) EE;

BE#H%. Security Server (X WSDL 77 1/ JLE WSDL 7 KL X/H 5 Security Server [ZB &t iAH
L. BRARLAHSNFT7AMILOY—ERERERFEDOYH—EXERBELTF v I LET. #
LLVWSDL QY —ERDERICHEED/NA—2 3 VERBELTERAHNIL, EENKRRSIA, B
PERITADXT YO ELTENERIRLET,

WSDL ZE# ¥ 5[, ROFIRERTLEY . <TV R yY—EXEEE>

1. [Configuration] #* = 21— T[Security Server Clients]Z:&RL. —BEMDHI 547 > FZ &R
L. ZDfTD[Services]|7Aa2&2 ) v LET,

2. BFLILWWSDLZ—EMNLEIRL. [Refreshiz2 ) v o LET,
# L Ly WSDL [ Security Server MIR1T0D WSDL L LEE L TEENH HIHGE. BEMLKRTR
ShFET,

3. EBEARTINIBE. BEFEHITT HICZIE, [Continue]x2 ) v LET,

WSDL BWE#HFEN LR, BIFOY—ERADRERFLEZIhFEEA,
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5.4 WSDL OE®hE & ESh1E
7 WSDL (34— E R—BIZHRTHRR SN, Disabled] DERMNEREINET,

| WSDL TR EINH—EREY—ERISATUMDOLTIERTEEFRA, TDLS
BY—ERIZ7I9EALES ET B L. Security Server DEBEEA WSDL ZEE L F=FFIZA D
LEEBEETC IS —AvE—UNRIESNET,

WSDLAEIEENDE, ZIICRBENTVWEIY—ERIZFI—HF BT I ERTESLSIC
TYES, LIA>T. WSDL ZBRNCT BRI, TRTOY—ERD/NFA—2—MNELCE
ESNTWENZHERET IRENHYFT,

WSDL 83t T 51=-OIZI1%, ROFIEEZEFTLET ., <TIVER#E: H—EXREBEE>

1. [Configuration]* = 1 —T[Security Server Clients]Z:#iR L. —EMN 59514 7 b %&&R
L. ZDO1TD[Services]7A A& ) v I LET,
2. —EMNSEMTWSDL Z:ERL., [EnablelZ Y Uy U LFET,

UETESTLRSIESIESS2 SECURITY SERVER CLIENTS PlanetCross 3§ E—

Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : RS_SubSystem1 X x

iDetails & service Clients | J£Services & Internal Servers 48 Local Groups

System Parameters

-
Search
o .

reovn | one L e (oo | =

Keys and Certificates
Timeout

Back Up and Restore Service Code Title URL 5) Last Refreshed
Diagn + WSDL (http://azure-DPOS-RDBA-HD-01:8003/test_sql/test_sql.wsdl) 2019-02-13

+ WSDL DISABLED (http://azure-DP05-RDBA-HD-01:8003/test_sql2/test_sql2.wsdl) 2019-02-18

S g z& = ~ ;E;l; ~ ..;-
REDERLIER, BXFEQY, ARHERYFET,
JP-TEST : RS TEST S52 PlanetCross »¥ Add Client
H i S SECURITY SERVER CLIENTS anet %{ Xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 x x
~ iDetails % Service Clients |/ Services | & Internal Servers 8 Local Groups
Systermn Parameters
-
Search
% F . %

e CCIE

Keys and Certificates
Timeout Last

Back Up and Restore Service Code Tide URL (s) Refreshed
Diagnostics + WSDL (http://azure-DPO5-RDBA-HD-01:8003/test_sql/test_sqlwsdl) 2019-02-13

+ WSDL (http://azure-DP05-RDBA-HD-01:8003/test_sql2/test_sql2.wsdl) 2019-02-18
Version
Feedback

1

Planetway Japan Confidential 32 © 2019 Planetway Japan Corp.



Security Server EREH MK HHAB:2020%£2 A58 $£13hk

WSDL #E3Mt T 5=HIZIE. LTOFIEZETLET,

1.

2.

[Configuration] # = 2 — T[Security Server Clients]#ER L., —ENDY 54 7 > F &R
L. ZDO1TD[Services]7A A% ) v LET,

WSDL ZEEd H7=-HIZ(F, —ENSHFR%E WSDL Z=EIRL . [Disable]2 ') v LFE
ER

RRENF-V4 2V FIT, T5—4*AvtE—2%FANLET,

IS—Avyt—2F, WSDLDY—ERIZTIERLESETHBISA4TFT Y MIRRSO
9,

REICIOKIZV U vY LET,
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55WSDL D7 FLRADER
WSDL 7 FLRZZEET 5=0HICIE. ROFIEEETLES . <7V tRE: Y—ERXEEE>
1. [Configuration]* = 2 —T[Security Server Clients]Z:#iR L. —EN 59 514 7 > b &&R

L. #DFTD[Services|7AaAVEY ) v LET,
2. —Ehi, PRLRAELEELILVWSDL Z2ERL., [Edit]Z2 Uy LET,

P-TEST : RS_TEST_S52 e Y :
IETESRS IEeR SECURITY SERVER CLIENTS Planetcross X T xuser

Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : RS_SubSystem X x

systam B . iDetalls  ©fservice Clients & sServices @ internal Servers 48 Local Groups
System Parameters

i -
search
i 8 %
[ cvso o [ eren [ oo
Keys and Certificates
. Timeout Last
Back Up and Restore Service Code Title URL = s
EgreElEs + WSDL (http://azure-DPOS5-RDBA-HD-01:8003/test_sql/test_sql.wsdl) 2019-02-13
+ WSDL (http://azure-DP05-RDBA-HD-01:8003/test_sql2/test_sql2.wsdl) 2019-02-18
Version
Feedback
—_ N N - o —
3. "ERSINF=V14 VDT, WSDL7 FLRAZHELTOKIZ2 ) v LET,
> N
Ir
TRLREZEETHE. WSDLAEFHShET,
JP-TEST : RS_TEST_SS2 PlanetCross 3 Add Client
Ty e SECURITY SERVER CLIENTS anet )\( Xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : R5_SubSystem1 £ x
iDetails #fService Clients S Services @ Internal Servers | 4 Local Groups
System Parameters
i -
Search
iW e W
[rcovon | oo ] paren | oo |
Keys and Cer
s
Back Up and e “ Edit WSDL Parameters ® x ed
Diagnostics i | | 7
+ W URL http://azure-DP05-RDBA-HD-01:8003/test_sqjl2/test_sql2.wsdl 18

Cancel

Close
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5.6 WSDL O il

WSDL A EIfgENBE. T EREEZEHTWSDLIZEEREINTWAH—EXRICEAET 2T ART

DIFHAHIFRENFET,

WSDL ZHIRT 22X, ROFIEZEFTLET., <7 ERIE:

H—EXEEE>

1. [Configuration]* = 1 —T[Security Server Clients]Z:#iR L. —EN 59 514 7> b &&R

L. ZDfTD[Services] 74 A& 1) v LET,

2. BIBRL7=LVWSDL Z—EMo:#EIRL. [Delete] 22 v Y LFET,

JP-TEST : RS_TEST S52

ST S SECURITY SERVER CLIENTS

PlanetCross >/\V<

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS5_SubSystem

Sa—— 3 iDetalls @fService Clients = /Services @ Internal Servers
System Parameters

Search
b oo ]
Keys and Certific
Back Up and Restore Service Code Title URL

Diagnostics

+ WSDL (http://azure-DP05-RDBA-HD-01:8003/test_sql/test_sql.wsdl)

+ WSDL (http://azure-DP05-RDBA-HD-01:8003/test_sgl2/test_sql2.wsdl)

Version

Feedback

Add Client xuser
X x
& Local Groups
i -
i F o8 W
Timeout Last
(s) Refreshed
2019-02-13
2019-02-18

Close

3. RERENF=D 412 FOT[Confirm]Z#45 ') vy LTHIRRZHERALET,

JP-TEST : RS_TEST 552

PR STE SECURITY SERVER CLIENTS

PlanetCross %

Client ID: SUBSYSTEM : JP-TEST: COM : 11111115 : RS_SubSystem

Systern Paramaters

Search
[ v | e [ e | o | e

Service Code Title

+ WSDL (http://azu Confirmation Required

+ WSDL (http://azu
Are you sure you want to delete selected WSDLs?

Add Client

iDetails & Service Clients | #Services = @ Internal Servers =~ 4 Local Groups

Xuser
X x
i -
i el
Timeout Last

(s) Refreshed
% x 2019-02-13
2019-02-18

[ =)

Close
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57 Y—ERNFGA—4—NDZEE
HB—ERNTGA—F—[ZIFUTOEE N HY T,

e HY—ERURL- Y—EREZXHETBHVIIRMEZEIET S URL
o BALTFYIb - T—EAR—ZAMY Y TR +DHEERMFIER)
o TLSIIHAEDHE - TLS AL IN-BIC, SIBAZEORIDEEEX NIILT S

Y—ERNFGA—L2—Z2ZFTHI2F, ROFIEEZRTLET.
<7V tRiE H—EXEEE>

1. [Configuration] * — 2 —T[Security Server Clients]##iRL. —EN SIS 7 b %&E
RL. ZDITD[Services]7Aa2Zx0 1) vy LET,
2. —EMLHY—ERZERBRRL. [Edit|Z2 Y v LET,

JP-TEST : PW-azure-DP02-55-11 N7 x-
T SECURITY SERVER CLIENTS ),\( X-ROAD ADD CLIENT TR

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : PXTESTPORTAL % x

iDetails % Service Clients = /& Services @ Internal Servers | 8 Local Groups

Systemn Parameters

i &
Search
i® s e @
ADDWSDL EDIT || ACCESS RIGHTS
i W F o W
Keys and Certificates =
imeout S
Back Up and Restare Service Code Title URL ) Last Refreshed % F & E
Diagnostics % - o
= - WSDL (http://azure-DP02-RDBA-03:8003/shift_test_sql_mysql/shift_test_sql_mysgl.w... 2019-02-08

o' http://azure-DP02-
RDBA-
shift_test_sql_mysql.v1 (1)  Teenus shift_test_sql_mysqgl 03:8003/shift_test_sgl_mys 60 2019-02-08
qlsshift_test_sql_mysql.soa
P

Version

Feedback

CLOSE
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3. RERSNF=DI4VEIT, Y—ERNRSA—2—%HRELFT,
BIRLIZNSA—42—%FR L WSDLIZEEBR I TVWEZTRTOY—ERIZERT 528
[Z1&. [Apply to Allin WSDLHET., CODNFTA—F—DHEICHDIF T v IRy I XEER

L/ij-()

JP-TEST : PW-azure-DP02-55-11
SECURITY SERVER

System Parameters

Keys and Certificates

Back Up and Restore

Diagnostics

Version

Feedback

SECURITY SERVER CLIENTS

)):( X-ROAD ADD CLIENT

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : PXTESTPORTAL X x

Search

ADD WsDL

Service Cot

- WSDL (ht

shift_test

4. [OKZ=2Y)wo L%ET,
BRELENTGA—2—QBRINET,

Edit Service Parameters

Service URL

Timeout (s)

Verify TLS Certificate

iDetalls & Service Clients | /Services @ Internal Servers | 4 Local Groups

ast Refreshed

Apply to All in WSDL

2019-02-08
l/shift_test_sql_mysql.soap
60 2019-02-08
CANCEL oK
CLOSE
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6. 7O RIENEH

TORREE UTOT7 I CREORRIZHET HENTEFT,

* PlanetCross * Y/ \—DH TR T L

o HO—NITFTHEREFIL—T - 50— Y)L— T, PlanetCross ESERHEEE TIERL &
NET, FIL—TIZ7 9 ERENMTEESNTNDEEIEX., TDITRTDTIL—T A N —
[CHLBERAINET,

s RA—MLFTIORRETN—T - 7O REBEERILT 51=6I. Security Server DEY
SATUMIA—ALT O CRETVN—TEERTEET, JIL—TIZT7 I RELFE
SNTWVBGEEIE, ZOTARTOITIL—TAUN—CHBHINET,

Security Server D7V L RIEEZEET HICIE. 2 20F T avhHYFET,

s Y—EXR—ZRTIVLREEE - BHOY—ERIFA TV MR LTE—DY—ER
ZRFBEAFET HSRENHDHER,

© Y—ERIVFATUIR—RTFIVLRAEEE - E—DIV 547V HIBEEOY—ERE
NHBERFET HIRENHDHER,

6.1 Y—EXDT I ERIEDEE

Y—ERADT I LREZERT 5=OICFE. ROFIEZERTLES,
<T7UtRtE: H—EXEEE>

1. [Configuration] * = 1 —T[Security Server Clients]Z:#iR L. —EN 5954 7 > b %E:&ER
L. ZDO{TD[Services] 74 A&V ) v LET,

2. —EBhoH—ERXRZEFERL. [Access Rights]#o 1) v LET,
RERENF=D4 VRO T, 7ORRE—EIZF, BRLEY—ERICTIVERTESRZ TR
TD PlanetCross 4 TV R TLAE LUV TIL—TICEAT 3 ERARTEINET,

JP-TEST : PW-azure-DP02-55-11 N
L SECURITY SERVER CLIENTS )/$ X-ROAD ADD CLIENT ST

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : PXTESTPORTAL x x
iDetails & Service Clients =/ Services | @ Internal Servers | # Local Groups

Search

i@ F .
ADDWSDL EDIT ACCESS RIGHTS
ig Ff e

Service Code Title URL - Last Refreshed i% f e
iw Foa

- WSDL (http://azure-DP02-RDBA-03:8003/shift_test_sql_mysql/shift_test_sql_mysgl.w... 2019-02-08

o http://azure-DP02-
RDBA-
shift_test_sql_mysql.v1 (1)  Teenus shift_test_sql_mysqgl 03:8003/shift_test_sgl_mys 60 2019-02-08
qlsshift_test_sql_mysqgl.soa
P

CLOSE
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3. HJT x4 b(PlanetCross 4 TV AT LFERIETIL—NH—ERDT I REEEM
I 5=IZIE, [Add Subject]Z V) v o LET,
IO MEEV 4V RIDRREREINET, PlanetCross DEB#AICEFIN TS
FTRTOYITLVRTFLETA—NILTIL—T LU Security Server ¥ 54 7> kDA —
AT IN—TDENSRETEET,

P-TEST : RS_TEST_SS52 T % -
JETESIL REE SECURITY SERVER CLIENTS PlanetCross $¥ Radciend | xuser

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1
ll ACL for service: test_sql2 (Teenus test_sql2) X x

Service| TEST_SQL2 ~

simple search ~ Advanced Search

Member Name/Group Description o} Access Rights Given

No (matching) recerds

Add Subjects Remove All

l. Add Subjects X x I

simple search | Advanced Search

Member Name/Group Description D

No (matching) records

—ENL 1 DFELIFEHOY T FFFEIRL.[AdD Selected to ACL*E VU U v LE
T, REFERDIRTOHY IO Y MITUEREZFET BHIZIE, [AddAllto ACL* %S
w9 LES,

: Add Subjects x x I

Simple Search =~ Advanced Search

Member Name/Group Description D

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiMisp2

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest1

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTestSaegusa

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest5

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest3

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest4

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest2

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : MISP2

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PatientDB

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PW-azure-DP02-55-02
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : azure-Train-SP-MISP2-01
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : azure-DP02-RDBA-01_test20181119
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PW-azure-Manual-SP-55-01
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : CorporationDB

Cancel ‘ Add All to ACL ‘I Add Selected to ACL I‘
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REVERLIR. 7O RREDHDY TV FEHRTEET,

P-TEST : RS_TEST 552 T 7 :
IE-TESIERe eSS SECURITY SERVER CLIENTS PlanetCross DX Rp— xuser

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : R5_SubSystem1

ll ACL for service: test_sql2 (Teenus test_sql2) x x

Service TEST_SQL2 ¥

Simple Search | Advanced Search

Member Name/Group Description D Access Rights Given

Test Company2 SUBSYSTEM : JP-TEST: COM : 11111115 : MISP2 2019-02-18

Add Subjects Remove All

4. FTORREDYITOY FEHIBRT BICIE. 7O ERE—EDO LT H1TEERL T,
[Remove Selected]Z2 ) v LET,
TOERREYRLEV)TTB(DEY. IRXTOH T U FZHIBRT 5)1=HIZIF.
[Remove AllZ2 ) v LET,

P-TEST : RS_TEST_S52 Jane ¢ :
TSRS I SECURITY SERVER CLIENTS PlanetCross JX Addclient | yuser

Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : RS_SubSystem1

ll ACL for service: test_sql2 (Teenus test_sql2) X x

Service TEST_SQL2 ~*

simple Search ~ Advanced Search

Member Name/Group Description D Access Rights Given

Test Company2 SUBSYSTEM : JP-TEST: COM : 11111115 : MISP2 2019-02-18

Add Subjects I Remove Selected ml Remove All I Close
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6.2 Y—ERXV 547> FDEM

H—E XY 54 7 > ME#E(Configuration -> Security Server Clients -> Service Clients)l&. Z®
Security Server 7 34 7V MI& > TEN SN EIY—EXRDIRTOT IV EREH TPV b E
KERLET, 2F Y. PlanetCross Y TV R T LZELEFIIL—TIZTDISAT7U DY —ER
ANDT I ERENMIEEINTWDIGEE, COBE@AEICH IO I FRRTEINET,

HS—ERXRISAT7U M EBMTBIZIE. ROFIEEZETLET .
<THOER¥E: Y—ERXBEEE>

1. [Configuration]* =21 —T. [Security Server Clients] &R L £7,
2. —ENLYISA T REREIRL, [Service Clients] 74 a>%45 ) vo L, &IZ, [Add]Z S
Dy LET,

UETESTIRSIESIESS2 SECURITY SERVER CLIENTS PlanetCross X Addclient. | yuser
CONFIGURATION
Search
System Parameters O Name D
Test Company2 MEMBER : JP-TEST : COM: 11111115 -
MANAGEMENT Test Company2 SUBSYSTEM : JP-TEST : COM: 11111115 : RS_SubSystem? i a @

§ Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : RS_SubSystem2
Keys and Certificates Service Clients

Back Up and Restore
Diagnostics
HELP

Version

Feedback

JP-TEST : RS_TEST 552 SECURITY SERVER CLIENTS PlanetCross 2\’( Add Client Xuser

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 Add  Access Rights ®x x

S . iDetails &% Service Clients | /#Services = @ Internal Servers i Local Groups
System Parameters

-
Search
i f e
Member name/Group description D io s e W
Keys and Certificates
Test Company2 SUBSYSTEM : JP-TEST: COM : 11111115 : MISP2_RS

Back Up and Restore

Diagnostics

Version

Feedback

Close
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3. RRSNIEVAVEIT, 7O RREE/RELEZVWS IO MNHITVRATLAL A=A
FREITA—NLITVL—)ERDFTTERL. Next]Z2 Vw7 LFES,

§ Add subjects

Simple Search | Advanced Search

- |

* xl

Member Name/Group Description D
No (matching) records
§ Add subjects X  x I
Simple Search | Advanced Search
1111115 m
Member Name/Group Description D
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiMisp2
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest1
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTestsaegusa
Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : KasumiTest5
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 ! KasumiTest3
Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : KasumiTest4
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 ! KasumiTest2
& Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : MISP2
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PatientDB
Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : PW-azure-DP02-55-02
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : azure-Train-SP-MISP2-01
Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : azure-DP02-RDBA-01_test20181119
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PW-azure-Manual-5P-55-01
Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : CorporationDB <

| Mext

4, BRLEY ISV M7 EREENESLEWY—ERZFELET,

5. [Add Selectedto ACL]ZV v o LT, BIRLEY—ERANDT7 I ERIELZZOY TP
I M ELET, F£z1E, [AddAItOACLIZ Y v I LT, Z4IL3ADTRTDY—
EXIZHTET7IREEZS TV MIFELET,
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Add Client

JP-TEST : RS_TEST_S52 SECURITY SERVER CLIENTS PlanetCross 3K

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 m Access Rights x x

xXuser

Add Services = x
Search
Service Code Title
test_sq| Teenus test_sql

Teenus test_sql2

test_sql2

‘ Cancel

I‘ Add All to ACL ‘ ‘ Add selected to ACL

Close

IO MY —ERI AT DY X MIBMLIZRIC, PO ERIEZEETED
DA77 EREEL—DRTENET,

JP-TEST : RS_TEST_S52 SECURITY SERVER CLIENTS PlanetCross B¢ Add client xuser

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 m = x

Service Access Rights for Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : MISP2 X x

Search| |
Service Code Title Access Rights Given

test_sql Teenus test_sgl 2019-02-19

Add services Remove All
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6.3 Y—ERXRIVSAT7U DT I RIENDER

Y—ERISATUMNDT O CREZERT B=OI21F. ROFIEEZETLET .
<THOER¥E: Y—ERXRBEEE>

1. [Configuration]* = 1 —T[Security Server Clients]Z:#iR L. —EN 59514 7 > b &&R
L. ZDfTD[Service Clients] 74 a2 &0 ) v LET,

IEIESTERSAESIESS2 SECURITY SERVER CLIENTS PlanetCross 3§ Addciient| | xuser
CONFIGURATION
Search
System Parameters O Name D
Test Company2 MEMBER : JP-TEST: COM: 11111115 -
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 i a F

§ Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem2
Keys and Certificates Service Clients

Back Up and Restore

Diagnostics

HELF

Version

Feedback
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2.

RERSN=VA 2V RFOT, 7OV RREZEEL-WH IO MHITORTFL, A—A)L
FEFT7 00— LT IL—T)ERDITTEIRL., [Access Rights]&# 2 ) v LET,

UETESHEIRSMESIESS2 SECURITY SERVER CLIENTS PlanetCross & — . =

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem’1 m Access Rights

system . iDetails % Service Clients =/ Services = @ Internal Servers 48 Local Groups
System Parameters

i &
Search
i f e

Member name/Group description D iw s os
Keys and Certificates

Test Company?2 SUBSYSTEM : JP-TEST: COM : 11111115 : MISP2_RS
Back Up and Restore

Diagnostics

Version

Feedback

Close

BIRLE=Y TP MIxt LT Security Server TH—F U THBIH—ERAD Y R MR
SNFET,

JP-TEST: RS TEST S52 SECURITY SERVER CLIENTS PlanetCross B Add client xuser

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 m Access Rights X x

Service Access Rights for Test Company2 SUBSYSTEM : |P-TEST : COM : 11111115 : MISP2 X x

Search ‘
Service Code Title Access Rights Given

test_sqgl Teenus test_sq| 2019-02-19

Add Services Remove All

Y—ERIVTAT UMD T I ERIEZHIBRT H-OICF. —BEM D 1 DFELITEHOD
H—EX%EERL. [Remove Selected]# 7 1) v o L. RIZ, [Confiim]E2 ) v LET,
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JP-TEST : RS_TEST_SS2 SECURITY SERVER CLIENTS etCross }X Add Client

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem m - x

Service Access Rights for Test Company2 SUBSYSTEM : JP-TEST : COM: 11111115 : MISP2 k] x

xXuser

Search
Service Code Title Access Rights Given

test_sql Teenus test_sql 2019-02-19

Add Services

| Remove Selected

Remove All H Close

JP-TEST : RS_TEST 552 SECURITY SERVER CLIENTS P

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 m Access Rights x x

Service Access Rights for Test Company2 SUBSYSTEM : JP-TEST : COM: 11111115 : MISP2 x x

Add Client xuser

Search
Service Code Title Access Rights Given
test_sql Teenus test_sql 2019-02-19

Confirmation Required x x

Are you sure you want to remove the selected services: <p class='align-center bold'>test_sql</p=>

Add Services

‘ Remove Selected H Remove All H Close ‘

JP-TEST : RS_TEST_SS2 SECURITY SERVER CLIENTS PlanetCross K Add Client xuser

SECURITY SERVER
Client 1D: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 m X x

Service Access Rights for Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : MISP2 X x

Search
Service Code Title Access Rights Given

No (matching) records
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s H—ERIVSATUIILITRTDT I REFHIRT 5-0IZ(E. [Remove AlllZ S 1 v
2 L. RIZ[ConfirmZo U wvy LET,

e H—ERIVSATUMITIERA¥EZEBMT BIZ1E, £I[Add Service] =0 ') v o LET,
RERSNZVA 2V FOT, IV ) MIfFELEWS—EREERLETERICFESH
TWAHY—ER[FTL—TRREINET), [Add Selectedto ACL1ZV U vy LET, BE
TRODN S —EXZITRNTEMTBICIE. [AddAItoACLIZY U v U LET,

=35)
N=—VUEBRHTDE, Y—EANT IV EREERHLBVITRTOY—ERISAT Y Y —E
A9 S4 7 FOEAED SHBRENET

6.4 O—HITFTIOERETIL—TF

B LY —EXZFERAT S PlanetCross H T RXA T LY IIL—TFIZT HH—ERT I 2 RIEDERE
ER5IZTBH1=8IZ, SecurityServer 7 SA 7Y FRAO—HILT O RETIL—TEERT D
EMNTEFET,

TGIW—TIFESNE=T I ERREL TIL—TOIRTOAN—IZEREINET, A—HILY
W—=TRFISA4T72 rR=RTT, 2FY., O—HILTIL—TIE, —&E D Security Server D—D
DISGAT MDY—ERT I CREXEBT H-OICOAMERTEET,
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6.5 A—AhILTI—T%#EBINT S

Security Server 7 SA 7> rDAO—HIITIN—TEERT 5E0121F. ROFIEZETLET,
<TUERIE Y—EXEBEE>

1. [Configuration] #* — 2 —T[Security Server Clients]Z:&RL. V547 hERIRL T, %
DITDA—ANTIN—TF7LaAvED YV I LETS,
DSA4AT7rDOA—ALTIL—TDI R HRRREINET,

UBTESTIRS ESHEsS2 SECURITY SERVER CLIENTS PlanetCross JX — . .
Search
System Parameters O Name D
Test Company2 MEMBER : JP-TEST: COM: 11111115 i
MANAGEMENT Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 R -

Keys and Certificates
Back Up and Restore
Diagnostics

HELP

Version

Feedback

2. FHLWIIL—TE#ERT B2, [Add Group]Z2 ) v Y LET,

JP-TEST : RS_TEST_S52 SECURITY SERVER CLIENTS PlanetCross 3 Add Client

SECURITY SERVER
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 I Add Group I ® x

iDetails & Service Clients  /# Services @b Internal Servers | 3 Local Groups

Xuser

System Parameters

i &
Search
i e
Code Description Member Count Updated i £ oa
Keys and Certificates

No (matching) records
Back Up and Restore ( 2

Diagnostics

Version

Feedback

Close
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3. RERINE=D4VERIT. HILWIIIL—TDa—FEHBAZADL, OKIZV VI LE

TO

JP-TEST : RS_TEST _SS2
SECURITY SERVER

System Parameters

Keys and Certi
Back Up and R

Diagnostics

Version

Feedback

JP-TEST : RS_TEST_552
SECURITY SERVER

System Parameters

Keys and Certificates
Back Up and Restore

Diagnostics

Version

Feedback

SECURITY SERVER CLIENTS PlanetCross X Add Client xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 X x

iDetails 8 Service Clients  #Services & Internal Servers 3 Local Groups

i -
Search
i F & @
Code New Group x x
No (matchir
Code 123456
test local grou
Description group
-]
he N4 .
SECURITY SERVER CLIENTS PlanetCross 2 Addclient  xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 Add Group x x
iDetails | @ Service Clients | #Services @ Internal Servers 48 Local Groups
i -
Search
ioo S . F
Code Description Member Count Updated
123456 test local group 0 2019-02-19

Close
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6.6 A—AILTIN—TDA*AVIN—DRTELTHE

A—AILTIL—TDAN—FRTTHE=OICIE. ROFIEEFEFTLET,
<THOER¥E: Y—ERXRBEEE>

1. [Configuration] #* — 2 —T[Security Server Clients]Z:&RL. V547 hERIRL T, %
MDfTD[Local Groups] 74 A& ) v LET,

2. RERSINF=VAVFEIT, AUN—FRRELFEERELEZWTIL—TEFIRL, [Details]
)y LTH#EHMEREZREZEY,

JP-TEST : RS_TEST S52 SECURITY SERVER CLIENTS PlanetCross 3K Add Client xuser

SECURITY SERVER

Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1 I Details | Add Group £

iDetails = #Service Clients 4 Services = & Internal Servers & Local Groups

Systemn Parameters
Search

Code Description Member Count Updated

Keys and Certificates
123456 test local group 0 2019-02-19

Back Up and Restore

Diagnostics

Version

Feedback

Close

—DUEDAN—EO—HLTII—TITEMT 2=HIZ1F,. TIL—TOFHEREE TROFIEE
EITLFET,

1. [Add Members]&2 ') v LET,

i Local Group 123456 H x I

DESCRIPTION

test local group m

GROUP MEMBERS (0)

Simple Search | Advanced Search

Name D Added

No (matching) records

Close

Remove All Members Delete Group

I Add Members I
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2.

RERENE=D4 2V RYT, JIUL—TI2EMLEEWS IO RTLZFIELT, #IRL, [Add
Selectedto Group]Z 7 U w7 LFET, REBETRE LI RTOY T RATLETIL—
FIZEBMT B1=5HIZ1F. [AddAllto Group]Z2 v LET,

ch Add Members to Local Group 123456

Simple Search | Advanced Search

I =

Show group members in search result

xxl

Name D
No (matching) records
Add All to Group
-!F Add Members to Local Group 123456 x ® I
Simple Search = Advanced Search |
1111115 m {
Show group members in search result
Name D I
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiMisp2
Test Company2 SUBSYSTEM :JP-TEST : COM : 11111115 : KasumiTest1
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTestSaegusa
Test Company2 SUBSYSTEM :JP-TEST : COM : 11111115 : KasumiTest5
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest3
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest4
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : KasumiTest2
Test Company2 SUBSYSTEM :JP-TEST : COM : 11111115 : MISP2
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PatientDB
Test Company2 SUBSYSTEM :JP-TEST : COM : 11111115 : PW-azure-DP02-55-02
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : azure-Train-SP-MISP2-01
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : azure-DP02-RDBA-01_test20181119
Test Company?2 SUBSYSTEM : JP-TEST : COM : 11111115 : PW-azure-Manual-SP-55-01 >

I Add Selected to Group | ‘ Add All to Gmupl ‘ | Cancel
L 1
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1LY Local Group 123456 x x I

DESCRIPTION

test local group

GROUP MEMBERS (1)

Simple Search = Advanced Search

Name D Added
Test Company2

SUBSYSTEM : JP-TEST : COM: 11111115 : PatientDB 2019-02-19

Add Members Remove Selected Members

Remove All Members

Delete Group

[

A—AINTNL—Th oA N—ZEIRT B2, JIL—TOFBEE CHIBR LW A VN —% R
R L. [Remove Selected Members]Z 49 ') v LET, JIL—ThoTRTDTIL—T A \—
#HIBx9 511X, [Remove All Members]Z2 ) v o LET,

4 Local Group 123456 H x I

DESCRIPTION

test local group m

GROUP MEMBERS (1)

simple search | Advanced Search

Name 1D Added
Test Comnpany2

SUBSYSTEM : JP-TEST : COM: 11111115 : PatientDB 2019-02-19

Add Members Delete Group

I Remove Selected Members

Remove All Members ’I

[
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Local Group 123456 x x I

DESCRIPTION

test local group. add comment m

GROUP MEMBERS (0)

Simple Search = Advanced Search I

Name D Confirmation Required X x Added

No (matching) records
Are you sure you want to delete group '123456'?

‘ Remove All Members | | Delete Group ‘ ‘ Close
N : R N4 .
JP-TEST : RS TEST 552 SECURITY SERVER CLIENTS PlanetCross 3X Lok dnai xuser
Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : RS_SubSystem1 =z x
Syster Parameters iDetails & Service Clients /Services @ Internal Servers & Local Groups
i -
Search e
Code Description Member Count Updated

Keys and Certificates
Back Up and Restore No (matching) records

Diagnostics

Version

Feedback
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6.7 A—AIITIN—TDHBALTE

O—AILTIL—TOHRAEZEES 51012, ROFIEEELT

<THOER¥E: Y—ERXRBEEE>

L/id_o

[Configuration] #* — 1 —T[Security Server Clients] #®i{R L., —ENDI 54 7> FZREIR

LT. ZDOfTD[Local Groups] 7/ a>&o vy LET,
A—ALTIL—T—Bh LT IL—T%EIRL., [Details]Z Jvo LET,

JP-TEST : RS_TEST_SS2
SECURITY SERVER

System Parameters

Keys and Certificates

Back Up and Restore

Diagnostics

version

Feedback

3. JII—TJHMEEmT. [EditjxY vy LT,

d Local Group 123456

DESCRIPTION
test local group

GROUP MEMBERS (1)

Simple Search =~ Advanced Search

Name

Test Company2

4. TIL—TDEHEBEANL,

SECURITY SERVER CLIENTS

PlanetCross >,\\(<

Add Client Xuser
Client ID: SUBSYSTEM : JP-TEST : COM : 11111115 : R5_SubSystem Details Add Group ® x
iDetails = #fsService Clients /S Services =& Internal Servers i Local Groups
-
Search
i % F & ¥

Code Description Member Count Updated

123456 test local group 0 2019-02-19

Close

SAZEELEY,

D Added

SUBSYSTEM : JP-TEST : COM : 11111115 : PatientDB 2019-02-19

‘ Add Members

Remove Selected Members

Remove All Members

Delete Group Close

[OKIZ2 ) vyo LEY,
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Local Group 123456

x  x I
DESCRIPTION

test local group

GROUP MEMBERS (0)
Simple Search | Advanced Search I
Edit Description X x
Name

Added
No (matching) records

test local group

Cancel

Add Members Remove All Members

Delete Group

Close

6.8 O—AI T IL—TDHI

o)

O—ALTIN—THEIBRTEDE. TIL—TAUN—2yTHBLTHEEAETART
DITIN—TAN—TFHRENRYBEENET,

A—AIITIN—TZEIRT 5=OICIE. ROFIEEZETLES,
<T7OUtRtE: Y—EXBEEE>

1. [Configuration] * = 1 —T[Security Server Clients]Z:#iR L. —EN 5954 7> b %E:&ER
LT. #DfTD[Local Groups] 74 Ao vy LET,

2. AB—HAILITNL—T—EBMSTIL—T%EEIRL. [Details]#o ') v LET,

3.

J I —JEMEmE T, [Delete Group]& 2 ) w9 L. RiRENf=D 14 > Ko T[Confirm]% 4
Jwo LT, BIRZEHERELET,

I Local Group 123456

X x I
DESCRIPTION

test local group

GROUP MEMBERS (1)

Simple Search = Advanced Search

Name )

Added
Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : PatientDB 2019-02-19
‘ Add Members ‘ ‘ Remove Selected Members ‘ ‘ Remove All Members | Delete Group | ‘ Close |
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Local Group 123456 x x I

DESCRIPTION

test local group. add comment m

GROUP MEMBERS (0)

Simple Search = Advanced Search I

Name D Confirmation Required X x Added

No (matching) records
Are you sure you want to delete group '123456'?

‘ Remove All Members | | Delete Group ‘ ‘ Close
N : R N4 .
JP-TEST : RS TEST 552 SECURITY SERVER CLIENTS PlanetCross 3X Lok dnai xuser
Client ID: SUBSYSTEM : |P-TEST : COM : 11111115 : RS_SubSystem1 =z x
Syster Parameters iDetails & Service Clients /Services @ Internal Servers & Local Groups
i -
Search e
Code Description Member Count Updated

Keys and Certificates
Back Up and Restore No (matching) records

Diagnostics

Version

Feedback
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7. 9247 MERVATLEDER

Security Server [, HTTP, HTTPS, F£7/=IZ HTTPS NOAUTH O oDV T hhZE@EL T,
H—EXREZRBEB L VERTHER AT LY —NEBIETEFET,

o EHEHRIRATLY—s\E Security Server BMED I U Ea—2 —MEHINTLWENWTS A
R— bRy FT=0TAVFENLTRIETSHHEEIF. HTTP JO oL ZEERAL T
a0, EHI2, HERVRATLY—/NIHEHOT A DEHFTLBRNTL S,

o [FI AT LY—s3& Security Server DREIDBEICERDOR Y bT—0 T AV FERE
TEHEWMGEIE HTTPS 7R FaLEFEALTLESL, TOGE. BES L UEZOR
BEMAN SBEXRET H-OICKEEAXNERINET, HTTPS #ERAT R1ICI1E. HR
DRT LY —/NIZx L THRER TLS SEFAZE £ 16 L. Security Server [CA— F§ 5 ENH
YEF,

e Security Server [C& > TIHEBV AT LD TLS SIAZ DRI E R ¥ v TLE-WEEIL.
HTTPS NOAUTH 7O baLZFERALET,

(i¥5E)
HTTP MBIRE N TOETH, HRI X T LA HTTPS £ T Security Server [ZH#53 5158,
BERBINFETMN, 953472 FORER TLS SEBAZ IR SN FHA(HTTPS NOAUTH &E
CEfE)

T 74 )L LTI, Security Server 7 54 7 > kH, Security Server fiE&E & L TERE=42 >
JTF—AM) I TR EMHIET B1-8IZ. Security Server DFFBEDERHE 2 A4 FILHTTPS [25%
EINTWET,

Y—ERIVa—I—DORBRY FT—0H—N\OERAEZRET HICF. ROFIEEERT
LET, <7V R Y—EXEEE>

1. [Configuration] * = 2. —T[Security Server Clients]Z 2R L. — &M 5 Security Server MDFf
BEFERXISA4T72 FEEIRL, FDITD[Internal Servers]| 74 a>&9 ) v LET,

P-TEST : RS_TEST §52 i Y, :
UETESTRSIIES I SECURITY SERVER CLIENTS PlanetCross S Add Client -

CONFIGURATION

Search

O Name 1D

Test Company2 MEMBER : |P-TEST: COM : 11111115

Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1
Internal Servers

lEI

Test Company2 SUBSYSTEM : JP-TEST: COM : 11111115 : RS_SubSystem2
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2. [Connection Type]®d KBy FTH U THEMAEEEIRL., [SavelzV ) vy LET,

JSE'CT,ER",‘QS'E’,‘{SSFT re SPOS ST . Add Client xuser
Client ID: MEMBER : JP-TEST: COM : 11111115 H x

iDetaills @ Internal Servers
System Parameters
CONNECTION TYPE FOR SERVERS IN SERVICE CONSUMER ROLE

Connection type for servers in service provider role is set in the Services tab (/) by service URL (http/https).

R -

HTTP

res G

HTTPS NO AUTH
CETUTICATE EST P TATT]

Keys and Certificates

Back Up and Restore

Diagnostics

None

SECURITY SERVER CERTIFICATE

Version
Feedback

Certificate Hash (SHA-1)

CTASA42:AC:7C:04:C8:52:5A:E5:4A:DD:2D:86:A4:E3:BO: 29:E0

BRESNEEGEAEICEY.EFERVATLDY 2 TRk URL (L http://SECURITYSERVER/ % 1=
(% https://[SECURITYSERVER/ T9, Y49 IR %3 BMIZ(X. SECURITYSERVER &ULV5 7
R L X % Security Server DEBED7 FLRICEEMZ SBELHY ET,

H—EXTANAT—OREFR Y bT—IH—\OEHKHEE. URLICE>TRESINFET, #
MALRZEET H=OICIE, ROFIEZETLET,

1. [Configuration] * = 1 —T[Security Server Clients]Z:#iR L. —EN 5954 7> b %E:&ER
L. ZDfTD[Services] 74 a>&9 1) v LET,

JP-TEST : PWazure-SP05-S5-T S N :
UL SECURITY SERVER CLIENTS PlanetCross 3K add Client xuser

CONFIGURATION

Search
O Name D
Test Company2 MEMBER : JP-TEST : COM: 11111115 -

Test Company2 SUBSYSTEM : |P-TEST: COM : 11111115 PXTESTF‘OETAL i L

Keys and Certificates

Back Up and Restore

Diagnostics

HELP

Version

Feedback
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2. —EBhoHY—EXRZERL, Edit]ZV Uy I LET,

iDetails | 8 Service Clients =~ /#Services @ Internal Servers & Local Groups

Search
ADD WSDL ACCESS RIGHTS
Service Code Title URL T|n;:]out Last Refreshed
- WSDL (http://DataProvider-RDBAdapter:8003/test02013/test0201 3.wsdl) 2019-02-13

o' http://DataProvider-
test02013.v1 (0) Teenus test02013 RDBAdapter:8003/test0201 &0 2019-02-13
3/test02013.50ap

- WSDL (http://DataProvider-RDBAdapter:8003/test20190131_11111114_patient/test2... 2019-01-31
test20190131_11111114_... Teenus test20190131_11... «f http://DataProvider-R... 60 2019-01-31
CLOSE

3. Y—ERURLDZA FaJILFEHTTP £ HTTPSIZEELZEY,
HTTPS 70 FaLASEIRS N TV SIEE. BEIZIE C T Verify TLS certificate] D F = v &
RYVREERLET, Y—ERNTA—2—IZ&Y, RERY bT—0H—N\LDER
. ROTALILOVWTIALEFERALTHERINET,

e HTTP- HY—ER/7H TADURL [& http://... THFEYET,

iDetails & Service Clients | JServices @ Internal Servers 4§ Local Groups

Search
ADD WSDL
Edit Service Parameters X% x
Service Cot
- WsDL (ht Apply to All in WSDL
service URL http://PpataProvider-RDBAd:
test0201! 2019-02-13
Timeout (s) 60
- WSDL(AE  erify TLS Certificate | il
test2019( 2019-01-31

CANCEL OK

ast Refreshed

2019-02-13
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e HTTPS- ¥—ER/7HFH®D URL [E https://... TIREY . [Verify TLS certificate] F = v
PRy ZANERSINTVET,

iDetails & Service Clients = /Services @ Internal Servers = 4% Local Groups

Search
ADD WSDL
Edit Service Parameters X X I
Service Cot ast Refreshed
- WSDL (ht Apply to Allin WSDL 2019-02-13
Service URL https://PataProvider-RDBAC
test0201: 2019-02-13
Timeout (s) &0
- ] )] -
WSDL(RE  yierify TLS Certificate el
test2019( 2019-01-31

CANCEL 0K

« HTTPSNOAUTH- ¥—EX/7H 742 ® URL (% https:// THaZE Y. [Verify TLS certificate]
Fyv IRy I REERSATLELREA,

iDetails 4§ Service Clients =~ #Services & Internal Servers | @& Local Groups

Search
ADD WSDL
Edit Service Parameters X 3
Service Cot ast Refreshed
- WSDL (ht Apply to All in WsDL 2019-02-13
Service URL DataProvider-RDBAC
test0201: 2019-02-13
Timeout (s) 60
- WSDL(AE  erify Tis Certiﬁcate:l |l
test2019( 2019-01-31

CANCEL OK

Security Server FTF#& & 7=[& Security Server 7 54 7 > kW HTTPS &t TE 5 K S IT.REBTLS
MAEEEMT 51=HICIF. ROFIEEETLET,

1. [Configuration] * — 2 —T[Security Server Clients]Z &R L . —E&Eh' 5 Security Server DFf
BEZERIXISAT7UREERL, ZDO1TD[Internal Servers] 74 a>&# 2 Uvw o LET,
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2. GIBAE#EMT BIZ(E. [Internal TLS Certificates] - >3 > T, [Add]Z#2 Y v o L, O—
AT FANVATLANGIBHAZE 7 74 IILEEIRL T, [OK|ZY Uy o LET,
SERAZE D s o A—T) 2 A TARETLS FEAE ] —EBITRRTEINET,
JETESTEIRS MESIESS2 SECURITY SERVER CLIENTS PlanetCross YK Raacient) | xuser

Client ID: MEMBER : JP-TEST: COM : 11111115 x x

P— " iDetails | @ Internal Servers
System Parameters

i &

CONNECTION TYPE FOR SERVERS IN SERVICE CONSUMER ROLE

Connection type for servers in service provider role is set in the Services tab (#) by service URL (http/https).
i o F & F
Keys and Certificates HTTPS v m

Back Up and Restore

i o F & F

INTERNAL TLS CERTIFICATES
Diagnostics

Certificate Hash (SHA-1)

None

Versn E;

Feedback

SECURITY SERVER CERTIFICATE
Certificate Hash (SHA-1)

BG6:EC:73:6F:94:5D:9A:9A:22:F0:9D:09.CF:BC:59:DB 1 D:56:FC:12

Close

RER TLS FEBAE DEFMIERERTT 51-0ICE, ROFIEZRTLET,

1. [Configuration] * — 2 —T[Security Server Clients]Z %R L. — &M 5 Security Server DFf
BEFRXISA4T7Y FEEIRL, FDITD[Internal Servers]| 74 aA>&9 ) v o LET,

JP-TEST : RS_TEST_S52 PlanetCross J¥ Add Client
e SECURITY SERVER CLIENTS anet >/\< Xuser

CONFI

Search
System Parameters O Name D
Test Company2 MEMBER : |P-TEST: COM : 11111115 ID
MANAGEMENT Test Company2 SUBSYSTEM : JP-TEST : COM : 11111115 : RS_SubSystem1
Internal Servers
" Test Company2 SUBSYSTEM : JP-TEST: COM : 11111115 : RS_SubSystem2

Keys and Certificates

Back Up and Restore

Diagnostics

HELP

Version

Feedback
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2. Tinternal TLS Certificates ] —E&EM HiEBAEZ % #IR L. [Details]=o ') v o LET,

P-TEST : RS_TEST 552 — Y :
IR e SECURITY SERVER CLIENTS PlanetCross YK Ry xuser

Client ID: MEMBER : JP-TEST: COM : 11111115 x x

RER— . iDetails & Internal Servers
System Parameters

i -

CONNECTION TYPE FOR SERVERS IN SERVICE CONSUMER ROLE

Connection type for servers in service provider role is set in the Services tab (/) by service URL (http/https).

- i o F & F
Keys and Certificates HTTPS M m

Back Up and Restore

i o F & F

i . INTERNAL TLS CERTIFICATES
iagnostics

Certificate Hash (SHA-1)

None

Version Dm

(=L LES

SECURITY SERVER CERTIFICATE
Certificate Hash (SHA-1)

B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB: 1 D:56:FC:12

Close

MNEB TLS SEBAE ZHIRR T 57=0IC(F. ROFIEZERTLET,

1. [Configuration] * — 2 —T[Security Server Clients]%#R L. —&MH 5 Security Server DR
BEFERXISA4T72 FEEIRL, FDITD[Internal Servers]| 74 a>&9 ) v o LET,
2. TInternal TLS Certificates] —EMN HEFBAE%ZER L. [Delete]Z2V ') w9 LFET,

P-TEST : RS_TEST 552 — Y :
IETES RS SECURITY SERVER CLIENTS PlanetCross Y& Add Client i

Client ID: MEMBER : JP-TEST: COM : 11111115 x x
System B . iDetails @ Internal Servers

System Parameters

i -
CONNECTION TYPE FOR SERVERS IN SERVICE CONSUMER ROLE .
Connection type for servers in service provider role is set in the Services tab (#) by service URL (http/https).

) iw s e
Keys and Certificates HTTPS M m

Back Up and Restore

i o & F

INTERNAL TLS CERTIFICATES
Diagnostics

Certificate Hash (SHA-1)

None

Feedback

SECURITY SERVER CERTIFICATE
Certificate Hash (SHA-1)

BG6:EC:73:6F:94:5D:9A:9A:22:F0:9D:09.CF:BC:59:DB 1 D:56:FC:12

Export

Close

3. XEEINE=941 > FYTConfiim]ZY ) v L. HIRRZEHRELET,
Security Server DRSS TLS SEBAZE X TV A/R— b T 510121, ROFIEEZETLET .

1. [Configuration]* = 2 —T[Security Server Clients]Z &R L . —E& ' 5 Security Server DFf
BEZERIZISAT7UREERL, ZFDO1TD[InternalServers] 74 a9 ) v o LET,
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2. [Export]Z2 ) wH L. 27A4NEOQA—AILITFAILSRATLIZRELET,

JP-TEST : RS_TEST_SS2 >lanet Y4 i
SECURITY SERVER SECURITY SERVER CLIENTS PlanetCross >/\< Add Client e
Client ID: MEMBER : JP-TEST: COM : 11111115 x x
- iDetails @ Internal Servers
System Parameters
i .
CONNECTION TYPE FOR SERVERS IN SERVICE CONSUMER ROLE -
Connection type for servers in service provider role is set in the Services tab (/) by service URL (http/https). =3Ol

- i o F & F
Keys and Certificates HTTPS R m

Back Up and Restore

. . INTERNAL TLS CERTIFICATES
Diagnostics
Certificate Hash (SHA-1)

None

Version m

(=L LES
SECURITY SERVER CERTIFICATE

Certificate Hash (SHA-1)

B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB: 1 D:56:FC:12

Close
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8. VRFLINSGA—A—

Security Server D VAT LINS A —E—[FRDEEY TT,

e AVIAFaAL—1aVTUh—0ER - a0 T74FX2L— 32T rh—IL, Central
Server DL ERZINE-REZEHNICF Y O—KTEEH, ELXUFHYoO—Kaht=
RENERERIITHE-ODT—22EHFT,

o BALRRVTH—EXRER - 34 LAF U TIE, PlanetCross 4 L TRaS b A Y
E—CDFMEENFERT IOICERINET,

e RNERTLS B LEBAE - AR TLSEEBAZEIX., V547 > bDOHY—/\—IZx L THTTPS ##
HEASBIR SN TULVSI5E. Security Server 7 54 72 FDEHRVATLED TLS #EHGEETE
UT5EHICERSAET,

81 aAvI724FXaL—Lav7Z7yh—nEHR

AV I4FaAL—2a3vTFUh—%2TF7yvIA—KT5E01CF. ROFIEEZEFTLET,
<FHORAR¥E: QA2 I74FX2L—2a3vTF7oh—0O7y70—FK: X2 T 4EH4E>
K<TOUOERA¥E: A2 T74F2L—230F70A—0Foo0—FK X274 E8BE, VX7
LEEE>

1. [Configuration] * — 2 —T, [System Parameters]Z#iRL F£T,
DATLNGA—F—BEENIRRINET,
2. [Configuration Anchor]tz% 3 > T, [Upload]Zz2 ) v LEY,

P-TEST : RS_TEST §52 o 4
Jsscumwssm?m = SYSTEM PARAMETERS PlanetCross 2 e

CONFIGURATION
Configuration Anchor Download I Upload

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42: BE:9F:0F:F8:62:6E:09

Security Server Clients

Generated: UTC 2017-10-16 22:20:17

MANAGEMENT

Keys and Certificates TimeStamping Services m

Back Up and Restore
Timestamping service Service URL

Diagnostics
Planetway Timestamping Authority https://tsa.avenuecross.com

HELP

Version Approved Certificate Authorities

Fezilin Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/O=Planetway Europe OU/QU=lssuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03
/C=]P/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au... N/A 2027-12-03

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59: DB 1D:56:FC: 12

w

B—ANLTF7ANIRATLILT A= 7A4ILEZEL. [Upload]Z22 ) v I LET,

4. 7w IO—FENET7oHh—T 74Dy afEL. PlanetCross BEsB#REIC & > TH
AEINFEBREENLEToH—DNY D1 EEZLRERTHEICEH>T, FyFA—KLTWL
BTUN—74ILDOENEEHEZELET,

INY DA EN—BT BI5EIL. [Confirm|Zo )y L, 7y7O—FREHEELET,

AV I4XaAL—2 3T oh—%4Y900—FR35E=0I12F. ROFIEEEFTLET,
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1. [Configuration]* =21 —T. [System Parameters]Z:&RL £ 7,
DRTLNG A= —BEENKRENET,
2. [Configuration Anchor]t% <3 > T, [Download]#2 ) w9 L., 72714 ILERELET,

P-TEST : RS_TEST_S§52 - Ny
jSECuRITYSER\TER = SYSTEM PARAMETERS PlanetCross >/\< xXuser

Configuration Anchor Download | Upload
Security Server Clients ——

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:E8:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

Keys and Certificates Timestamping Services m

Back Up and Restore
Timestamping service Service URL

Diagnostics
Planetway Timestamping Authority https:/tsa.avenuecross.com

W Approved Certificate Authorities

(el Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/O=Planetway Europe OU/OU=Issuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03
/C=]P/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au... N/A 2027-12-03

inerma i ot o ot e | o | o J crte o
oo

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB:1D:56:FC: 12

82 BALARZAVTH—ERDEE

BALRR U TH—EREEBMT 51=-HIC1F. ROFIEEZETLES.
<TOEAR#E: X2 T4BHE>

1. [Configuration]* —21—T. [System Parameters]Z:&iRL £9 .
DATLNGA—F—BEENIRTINET,

2. [Timestamping Services|[£49 3 > T, [Add]#2 Vv Y LET,
JP-TEST : RS_TEST_SS2

o N7
B SYSTEM PARAMETERS PlanetCross JX s

Configuration Anchor upload
Security Server Clients

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

Keys and Certificates Timestamping Services

Back Up and Restore

Timestamping service Service URL

Diagnostics
Planetway Timestamping Authority https:/tsa.avenuecross.com

Version Approved Certificate Authorities

peeriDac Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/O=Planetway Europe OU/OU=Issuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03
/C=|P/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAQ/CN=TDB CA for Signature and Au... N/A 2027-12-03

ncermal i coriar ot s | npr | opor | cortenc o
e

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB:1D:56:FC:12

3. RERIN=D4 U FRIT, Y—EXRZEIRL., [OKIZV Uy I LET,

Planetway Japan Confidential 65 © 2019 Planetway Japan Corp.



Security Server REH MK BIH: 20202 A58 £ 13k

BALRR U TH—ERZHIRT 51=-0I121F. ROFIEEZEITLES.

1. [Configuration]* =21 —T. [System Parameters]Z:&R L £ 7,
DRATLNG A= —EENKRREINET,

2. [Timestamping Services]tz49 <3 > T. HI{3T 5H—EX%ZFERL. [Delete]zv ) v L
F9,

JP-TEST : RS _TEST SS2 SYSTEM PARAMETERS Planetcross J§ xuser

Configuration Anchor Upload
Security Server Clients

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

Back Up and Restore

Timestamping service

Service URL

Diagnostics

Planetway Timestamping Authority https://tsa.avenuecross.com

Version Approved Certificate Authorities

(Fezilants Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/Q=Planetway Europe OU/QU=Issuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03
/C=]P/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au... N/A 2027-12-03

‘Generate New TLS Key

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59: DB 1D:56:FC: 12

(EER]
BEOAALRAELTH—ERXDNRESNTIDIHEA. Security Server [, —EBEDHKR LD HY—

EXNSRALREVTERHRLELIELET, TRIZKRBRLEGEEE, ROY—EXRIZHBEL
F9,
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8.3 AP TLS R ELIABDER

Security Server DNER TLS BELFIBAEZE R T 571=HIZIE. ROFIEFETLET,
<TUOLR¥E: X2 T4BEEF, SXTLEEE>

1. [Configuration]* =1 —T. [System Parameters]%:&R L £7,
DRTLNG A= —EENKRREINET,

2. [Internal TLS Certificate]tz% + 3 > T. [Generate New TLS Key]Z%2 ') v o L. RERSh
=94 > K9 T[Confirm|Z2 Jws LET,

JP-TEST : RS_TEST 552

o N
e e SYSTEM PARAMETERS PlanetCross 2 e

Configuration Anchor

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42: BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

Keys and Certificates TimeStampi"g Services m

Back Up and Restore
Timestamping service Service URL

Diagnostics
Planetway Timestamping Authority https://tsa.avenuecross.com

HELP

Version Approved Certificate Authorities

ezl Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/O=Planetway Europe OU/QU=lssuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03
/C=JP/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au... N/A 2027-12-03

| )|

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB:1D:56:FC:12

Security Server (&, 7547V MERVATLEDBEICHRTIBELVBECELRIIAEZE/E
B LET, Security Server DFEBHAE T 4 > H—T 12 FHEBELE T, Security Server D KA A
v&l%. SEBAZE® Common Name 7 4 —JL FIZ, AER IP 7 K L X (& subjectAltName {558 7 « —
IWRIZRESNET,

FLOGERAZ ) VT X FZERT H=0I2F, ROFIRERTLES,

1. [Configuration] * = 2 —T. [System Parameters]Z:ER L £9,
DATLNGA—F—BEENIRTINET,

2. [Internal TLS Certificate]tz > < 3 > T. [Generate Certificate Request]Z 4 ') v % L. &5l
B2EAAL, SIAEV VIR R I 7A4LEQA—ALT7FALIRTLIZRELET,
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JP-TEST : RS_TEST_SS2 . N\
B SYSTEM PARAMETERS PlanetCross »X s

Configuration Anchor
Security Server Clients

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

Keys and Certificates Timestamping Services m

Back Up and Restore

Timestamping service Service URL
Diagnostics

Planetway Timestamping Authority https://tsa.avenuecross.com

Version Approved Certificate Authorities

ezl Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/O=Planetway Europe OU/OU=Issuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03

/C=JP/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au... N/A 2027-12-03

Generate New TLS Key

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB:1D:56:FC:12

Security Server [, REDRES L VRHEIN-HBAZEZFEALTAHRAE) VT X M EERLET,
FLLWTLSSEHAEZE R A ViR— T 5120ICIE. ROFIBEEERTLET,

1. [Configuration] * — 2 —T, [System Parameters]Z#iRL F£7,
DATLNGA—F—BEENIRTINET,

2. [Internal TLS Certificate] 2 & 3 > T. [Import]Z2 ) v o L. 1 oiR—+rFTBT7A4IL%
BELET,

P-TEST : RS_TEST_S§52 - Ny
jSECuRITYSER\TER = SYSTEM PARAMETERS PlanetCross %{ xXuser

Configuration Anchor Upload
Security Server Clients

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:E8:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09
Generated: UTC 2017-10-16 22:20:17

Keys and Certificates Timestamping Services m
Back Up and Restore

Timestamping service Service URL
Diagnostics

Planetway Timestamping Authority Nttps://tsa.avenuecross.com

W Approved Certificate Authorities

(el Distinguished Name OCSP response Expires
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA N/A 2037-07-03
/C=EE/O=Planetway Europe OU/OU=Issuing CA/CN=Planetway Avenue Cross Issuing CA good 2037-07-03

/C=]P/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au... N/A 2027-12-03

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB:1D:56:FC: 12

G=35)|
A4 UR— b BHAEE. PEMBERXTREINERY EFEA. FHILWTLSSIBAE XA VR— 9
% & xroad-proxy [FE#EE) L. Security Server Wo>DH—ERDIRMBICEEEZE5Z 52 LI

~TFra

-
BEEL,
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Security Server DNER TLS

1.

[Configuration] * = 2 —T. [System Parameters]Z:#iR L £9,
VAT LNG A= —EENIRTEINET,

MBAEEZ TV RR— T HE0ICF. ROFIEEETLET,

[Internal TLS Certificate] 29 > 3 > T, [Export]#2 v o L., Z27A4)LEO—AILT7 A

IWORTLIZBELET,

JP-TEST : RS_TEST SS2

- Ny
SECURITY SERVER SYSTEM PARAMETERS PlanetCross %(

Configuration Anchor

Security Server Clients

Generated: UTC 2017-10-16 22:20:17

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42:BE:9F:0F:F8:

62:6E:09

Xuser

Keys and Certificates Timestamping Services m
Back Up and Restore
Timestamping service Service URL
Diagnostics
Planetway Timestamping Authority https://tsa.avenuecross.com
Version Approved Certificate Authorities

Feedback Distinguished Name

/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA
/C=EE/Q=Planetway Europe OU/QU=Issuing CA/CN=Planetway Avenue Cross Issuing CA

/C=JP/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAQ/CN=TDB CA for Signature and Au...

QOCSP response Expires

N/A 2037-07-03
good 2037-07-03
N/A 2027-12-03

‘Generate New TLS Key

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59: DB 1D:56:FC: 12

Security Server AR TLS SEFAE D FMIFHR R TT SI12IE. ROFIEEET

1.

[Configuration] * — 2 — T, [System Parameters]Z#iR L E£7,
DRATLNG A= —EENRREINET,

LEI,

[Internal TLS Certificate]tz 2 < 3 > T. [Certificate Details]Z 2 ') v 2 LE T,

JP-TEST : RS_TEST §52

o N
SECURITY SERVER. SYSTEM PARAMETERS PlanetCross 2

Configuration Anchor
Security Server Clients

Generated: UTC 2017-10-16 22:20:17

Hash (SHA-224): 28:A9:8F:F2:E4:29:3E:4D:98:8B:52:5D:66:67:EB:15:F4:04:D1:AE:42:BE:9F:0F:F8:62:6E:09

Xuser

Keys and Certificates TimeStampi"g Services m
Back Up and Restore
Timestamping service Service URL
Diagnostics
Planetway Timestamping Authority https://tsa.avenuecross.com
Version Approved Certificate Authorities

Feedback

Distinguished Name
/C=EE/O=Planetway Europe OU/CN=Planetway Avenue Cross Root CA

/C=EE/O=Planetway Europe OU/OU=lssuing CA/CN=Planetway Avenue Cross Issuing CA

/C=JP/O=TEIKOKU DATA BANK, LTD./OU=TDB CA SAO/CN=TDB CA for Signature and Au

OCSP response
N/A

good

. NZA

Expires
2037-07-03
2037-07-03

2027-12-03

Generate New TLS Key

Certificate hash (SHA-1): B6:EC:75:6F:94:5D:9A:9A:22:F0:9D:09:CF:BC:59:DB:1D:56:FC:12
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9. Awt—Tna4y

AyvtE—TnJ0OBENIE. EEBANEEDVIIRAMELARVRAA v 2=V DREZFIAT S
FERERMHET S5 ETT, Security Server DRI TR EIN DI A v E—VIFEL SN, BEEIESN
T, EEBVIIRMELRKRUREIZ, Security Server [FBREA A LRE Y TEDTLEY
K3 2 4 > b+ (Associated Signature Container [ASIC]) &R L £ 7,

AytE—oOd5F—4F, Ayvt—UFKH#pIZ Security Server DT — 2 RA—R 2SN E T,
BEICEY, KBENFEZAVE—DDELEDEIA LRZ YV TRTIX, Avte—OXBTOERE
BRHAMIZITHhnSh. &5 LE PlanetCross BE B #RIC & - TEHRE Sn-HARRNIZERIIZTH
nEJ,

BHICRA A LR AV TETSHBE. FA LRIV TRTEIAvE—ORBTOLADFRARE
BATT(INIIZRMIFLTI DDA LRI THRETEIN, LAKRVRIZHE1DDE A LA
BUOTHRITEINET) A LRIV TORTHLERERT DL, A vE—DFHB KRB L. Security
Server [FTS5—AvE—CTLARVALET,

FREIZF A LREZ U TEITSHE. FIRDOEERMLE R A LR 2V TRITUBROT R TO(RKIE
FRETRESNDA v E—VOTER—DAA LRZ TN F)BNREITINET . T I E
Tl&. Security Server (/87— VX EAAMZEO D -OIZFERAI A LR F U TE#FERAL
9,

Security Server [, A vtE—o R T—2 ML EHHICEBLAFZS(BLUVEIALRE U THRHE)R
XAV REERL, TN EO—ALITFANIRTLIZT—HATLEST, T—HA4T I 7
ANIE, 1 DULEDBELAFMFERFa AV ME, ENOREMBRIEDT-HDEEFRI7AILES
TZPAYTFTY,

91 Awt—COY5DERENESR
AVTAFXFaAL—UNRTA—E—[F. NI T7AIL¥[NNIZEEZESNAhTWET, V3 UIF.

¥ E D Security Server AVAR—RY FDINGA—F—5EHFET, TI+IL DA YvE—D0T
BEIF. T7ALIZHYET,

/etc/xroad/conf.d/addons/message-log.ini

TIHIMEZA—N—F4 FT5=OIZIF. LTOT 7 ILEERFELEIHRELET,

/etc/xroad/conf.d/local.ini

774 JLIC[message-loglzy ¥ 3 VEERLET(HFELLGWNMES) £V a3 VORBRDTIC,
NG A—B—fEF—1TIC1DFDOURKLET,

f= & Z £, archive-path & archive-max-filesize #EET 571=HIZIE. ULTDITZEHRET 71 /LI
BN ABENHYET,

[message-1og]
archive-path=/my/arhcive/path/
archive-max-filesize=67108864
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0.1.1 HiF/I\SA—H—

1.

hash-algo-id- A vt—0O5D/Ny P alfFREND/NY2aT7)ILT) XLTT,
SHA-256, SHA-384. SHA-512 #R#IRTEFEJ, T 74/ bl SHA-512 TH,

9.1.2 BALARBZ T INGA—H5—

1.

timestamp-immediately - true [CEXE T DIHFE. FA1 LRXF VU THTEA vE— IR} LRFE
HIiThnET, 2FY. UV IR MIFMLTID2DE M LRZ U TRETSN, LR
RURIZHLTES 1 2%TIhFET, ChiE. AvE—20OOF TR ALREY
TH#RIATE2-ODEF2 T4 RYI—TIHR . FA LRI THERBINIL A vE—
DXL KB L. Security Server ~NOERIEMT DL BT, FALRFYTH—ER
ADEFMHEMLES., TIAHIITE, RNT+r—< R EAAKZRALESE =01,
CDNTA—F—{ElF false [CHE>TWET, /AT A—2—{EN false [CTE>TLBHIHEE.
B LRETEERNGANY I TSS9 RTOER ELTITHN S (AR IE PlanetCross
EEBMEICK>TRESA, FJO—\Lar 74X L—2 3 %4 LT Security Server
[CIEBENFET), RESN-HBRNIZREF SN -FRIZ(parameter
timestamp-records-limit &)X, 1 DDNYFTEA LAZ YV THETINFET,
timestamp-records-limit- — DD/ Y F TR A LRIV TTEBIBLGSINz AV E—DD
BRAHTT ., CONRGA—EF—DT I+ MEZEFT S EZE, A vE—OKBEBR(
DHEYD A yE—TH)E Security Server DB A LR A U THIREEET 2LENH Y
FY., ESHEANGTNE. CONRFA—F—FZFBLEVTLESN, TI4ILME
10000 T9,

acceptable-timestamp-failure-period - Security Server D * v £— O RAE LT HHIIZ,
RN A LR Z Y TORBDHFRAI SN SBEMENBEMETRLET. COFTVvIEE
MZFB=DITIFO0 [TEHRELET, TI4I & 14400 T,

9.1.3 P—HAATINTA—5—

1.

keep-records-for- 2 { LRBA VT ET7—hA4 TEhfzLa—RET—EIR—X(ZRET
H5H¥TY, TIFILEIE30 TY,

archive-max-filesize - 7—hA4 T 77 M ILDwREK/NNA bH A XTT, ZKEIZET D &,
Z27A4LOA—T—2 3N M) H—ENET, TIA4I & 33554432 (32 MB)TY,
archive-interval - 24 LR AV FHELa—KE7—h4A4 T 51=8HD Cron [CRON]
ELTOBREBERTY, T4/ ME 000611 *?2*6BEECEIZT—hA4ITLET),
archive-path - 24 LRA VJfEQSLa— KRN T7—HA4TEndT4LY YT,
T 7 # )L k& Nvarllib/xroad/ TY .

clean-interval - T—A2RXR—ZAMWST7—hA4 TENfzLI—FEH)—=2TFBHHD
Cron [CRON]& L TOBEfERMME, T 74/ ME000121/1*?2* (128K &IZH ) —=
279 %)TY,

archive-transfer-command - (E#if72)7—h 4 TREBDRIZETINSII U FTT,
CDERFEEFEAL T, Security Server Wo 7 —hA T I 74 L EBHNICEET H-HD
NEBRY ) TRERETHENTEET, TI4I)L FTIEHEELZLTT,

DRTLOAREY Y —ZADKRICKY ., TVWT—E2ARA—XLa— FOHIRMEREZEET IHE
NHE2HEENHYET,

keep-records-for-days & W3NS A=A —[L, L ZIE. V=T v THELET BHICT 4 R
BN IENIHBIEE. £E 7 BEOT 74 MR T ESIEE LR EICHELET,
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clean-interval (Cron X[CRON]))&E WS /8T A =2 —[F, SRTFLNRY )= T v TE2ERTT B0
ENEHERTIHEEEZERELET . TI74/IL LOHRETH S 2BELARTELYETELLYTS
BEIE. RECKRCTHELED,

9.2 AytE—IOJDEMBLARILEHAXDERTE
9.2.1 Ayt—O45 OEREBLRILOERTE

Ayt—o05121F, TIAILFRETIESOAP A vy t—CDRT 148+ &HFT, Security
Server @5 1) 7 TR b, LARURIZENIEHR L E Security Server D A v+ —C AT ICRET
BRETHWMERNH HI5AIZ(X. Security Server Bfif, ¥ TR T LEBMTRT 4 &ZE0 5
BOREDLHEVEYYVBERLILENTEET,

7% L < I X-Road: System Parameters User Guide S8 L TL =& LY,

Bz X, SOAP A v t—TMART 4 EBEFREF LEVLERET 5 =8 IZId/etc/xroad/conf.d/local.ini
774 EREL. UT#ERELET,

[message-1log]
soap-body-logging = false

9.2.2 AytE—Oyd DY AL XDHE

Ayt—O05 % T7 ANV RATALICRETABRICDELETE T 74 A4 XDV TUTIZRE
BAEERLET,

FNENDSOAP Y TR MEOS5KkBDA SR T—H(SOAP R —LAR—RAEHR., "\vi—, £
BVEERET, LARVARAYE—DIEM2KBDART—R3EEHET, SbIZ, 19I2—F
Security Server (XRTEI 2 4 LA R 2V THMET o ZUBICMEBLIZA v E—JI2DO0VT, Ny F
RALRZTEMAML, 36KkBIADAZT—REAMLET, A vE—CATODREFUTD
KINTRFTIENTEET,

e 36kB+N*(21kB+R+A)=S

* N=19HLYDJVI TR

* R=UJVIR+DARAO—FDHAX (kB)
s« A= LRKRVADRAB— KDY A X (kB)
c S=19HEYDTARIDERE (kB/ min)

9.3 Security Server s DF7—hA T 7 7 4 ILDERE

N—RTARVDEEZREFEHNT H5=HIC. EEAKIZT—hH4A4 T 7 74 )L % Security Server H
H(FEBELIEBEHT)HEOOr—> 3 VICEETHIEEFHELET,

T—HAATIT7AIZIP a>TF—)E. BE/NTA—4B— archive-path THRESNI=T1 LY
FJIZHYET, 77A4IIL%AIE mlog-XYZ.zip DX TT, X ITRIDAvE&—PO5La—F
DA A LRHE > F(UTC time in the format YYYYMMDDHHmmss ), Y [I\#ED A vE—205 L
A—RFOBALREVT [ ZIF 1O XFOREORBFNI VA LTT, RETF—H1T 774
ILEBDEHITY,
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mlog-20150504152559-20150504152559-a7JS05XAJC.zip

Ay—o0GNRr—2E T—HhATI7ANEEET D-HDANILIN—RY 1) T+
lusr/share/xroad/scripts/archive-http-transporter.sh Zig#t LET, CODRY ) T rET7—hA4 T
T7ANET—hA TH—I\~NEET B=HICHTTP/HTTPS A b3 JL(POST Ak, 74+ —L4
ZIET77AI)EFERALET,

29T rOERE:

ATvay £ BA

-d, --dir DIR T—HAA4TT4LY b, T4 RIE Nvarllib/xroad

-r, --remove EBIZT—HhATT4LI NIDOBIHILEZID7AIILEHIBRLET,

-k, --key KEY PEM 2R DMEZEE I 71 LB, TLSH., T74IL L&
/etc/xroad/ssl/internal.key

-c, --cert CERT PEM XDV SAT7 U MIRAET 74, TLSH, T4 K&
/etc/xroad/ssl/internal.crt

-cacert FILE E7 &2 560D CAIAZE I 71 J)L, TLSA. CD T 74 LITEHK
DCARIREZELIGENHSH FAEEFPEMERTHTAELGY FHEA,

-h, --help ZOANLTTHER b,

T—hA TH—N\AHTTPRF—H2RXAO2— K200 2 RT E. F—HA T IT7AIXERICEnES
nTuhxEd,

BEIER DY T MEERET DE=OIZIF EE/INT A—4F —O archive-transfer-command &4 —/\—
Z 4 K LFT(/etc/xroad/conf.d/local.ini 77 4 ILEERBFE-ITH/ET %), =&z

[message-1log]
archive-transfer-command=/usr/share/xroad/scripts/archive-http-transporter.
sh -r http://my-archiving-server/cgi-bin/upload

Ayt—oRd Ry r—2ICE TRAMBE VKT 5-OICTET—HA4 TH—/\HCGI XY
1) 7 kusr/share/doc/xroad-addon-messagelog/archive-server/demo-upload.pl Z&#&# £,

94 YE—FT—E2R—XDEH

Ayt—o045F—4% A—X(&, Security Server DNEBIZEL T ENTEET  RDHA FTIE.
AyE—CATDEHIZ)E—FT—ER—RRXT—TERELS L VCERT 2 AEICDOLNTEHA
LET, Security Server W T—FR—ZXAADT I EADNBEEINTWNS I LFRHIRELTLE
E

1. VE—FT—E3R—RARAMIT—ER—R21—H—ZEHLET.

postgres@db host:~$ createuser -P messagelog user
Enter password for new role: <messagelog password>
Enter it again: <messagelog password>
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2. VE—FTFT—EAAR—RKRRA+TAYvE—o0Y, A—F—DRAETET—EIR—XEER
LE3d,

postgres@db host:~$S createdb messagelog dbname -O messagelog user -E
UTF-8

3. Security Server M5 ) E— hT—AR—XAADEHGEHERLET,

user@security server:~$ psqgl -h db host -U messagelog user
messagelog dbname

Password for user messagelog user: <messagelog password>
psgl (9.3.9)

SSL connection (cipher: DHE-RSA-AES256-GCM-SHA384, bits: 256)
Type "help" for help.

messagelog dbname=>

4. BEDI=IZ xroad-proxy H—EREEILLLET,

’root@security_server:~ # service xroad-proxy stop

5. /etc/xroad/db.properties T. BBEIL SN IEHREZRERT H-DICT—FIR—EHK /NS
A—RA—FEHRELET,

messagelog.hibernate.jdbc.use streams for binary = true
messagelog.hibernate.dialect =
ee.ria.xroad.common.db.CustomPostgreSQLDialect
messagelog.hibernate.connection.driver class = org.postgresqgl.Driver
messagelog.hibernate.connection.url =
jdbc:postgresqgl://db _host:5432/messagelog dbname?
ssl=trueé&sslfactory=org.postgresqgl.ssl.NonValidatingFactory
messagelog.hibernate.connection.username = messagelog user
messagelog.hibernate.connection.password = messagelog password

6. AvytE—>OTF7FANE—PDBA VR M—=LIZED>T, T—EAR—RARXFX—T %
{ER L E 3 (xroad-proxy H—E XL BA L F ),

root@security server:~ # apt-get install -reinstall
xroad-addon-messagelog
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10. BE&EDS

Security Server (FEEOJVZ#HRELET., BEEOQJTARY ME, 22— NIRRT LOKEFT:
FREEXELRTIEICA—F—A V23— T RIZE>THhEEhET, 2a—F—DF7o 3>
(F. BRABEIDEREDICERGECEEINET, BEEOQOTA R FOELAY X ME,
[SPEC-ALJICEBER SN TWVET,

A—H—A VA —T A RENLTETINTVEV R TLRECREZEFTT 703>
FOJIZEEINTOWERA(FEZIE, PlanetCross V7 Iz 7DA VA ML—a Ty
TOL—F, A—Y—DERET IV EREDFE., BREIT7AILDEELE),

EBEAJLI—FEIUTEEHET,

e IA—H—T7HarniHA

e ARV IDOHE

e TFHYVIVEERFTLTWAA—HY—D1—H—4%
e ARVINZEAETBT—4

=& zIE, LW S A7 b% Security Server I2&$%3 5 &, XDOS La— KAERShZE
ER

2015-07-03T10:21:59+03:00 my-security-server-host INFO [X-Road Proxy UI]

2015-07-03 10:21:59+0300 - {"event":"Register client", "user":"adminl",
"data":{"clientIdentifier":{"xRoadInstance":"EE", "memberClass":"COM",
"memberCode" : "memberl"}, "clientStatus":"registration in progress"}}

ARV ME, T UDONBENEZHERET H-HIZ, JSON [JSONJEKXTRRTEINET, 1R+
T4—=IFRIE. ARVEDFEAZRL, I —F—T 1 —IL R, EFEOL—HY—KEXRL, T—
BIT4—ILFRIE, ARV MIEETST—FFRLET,. RBRLET7IV3 04RO —F
X, BMMELTIS—AvtE—PDBHADIA—ILREEHET, ERIE

2015-07-03T11:55:39+03:00 my-security-server-host INFO [X-Road Proxy UI]
2015-07-03 11:55:39+0300 - {"event":"Log in to token failed", "user":"adminl",
"reason":"PIN incorrect", "data":{"tokenId":"0", "tokenSerialNumber":null,
"tokenFriendlyName":"softToken-0"}}

T4 TR, EEOQJET77A40LIZHY FT,

/var/log/xroad/audit.log
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10.1 BEEAJTOHRENER

PlanetCross ¥ 7 k™ 7IX.UDP A 24— D 24 X(T 74 b R— & 514)Z2FERALTEZED
Y % syslog (rsyslog)ICEEAAFET . ZET IREFIUTOI7AILIZHY FT,

/etc/rsyslog.d/90-udp.conf

EENDSLa—FKiE. LRIVINFOBLUT 72T 4 LOCALO TEEAEFNFET, TI4IL b+
TlEk, FOLRILETFV)F4MOAY La— KX PlanetCross EE O Y 77 A ILIZIREFEEINE
ERS

/var/log/xroad/audit.log

T4 FDEMEIL., rsyslog RE T 7 A ILERET D ETERTEET,

/etc/rsyslog.d/40-xroad.conf

BREITF7AINDEEFEMT S=0HI"rsyslog Y —EXREZBEHLET,

$ sudo systemctl rsyslog restart

BEEDOYJIL, logrotate [Tk >TEAR—T—L3avanzFzd, EEOJOO—T—23 VEHRTE
I H1=HIZIE, logrotate BRE 7 7 M ILEwRELF TS

/etc/logrotate.d/xroad-proxy

10.2 EEOQTDTF7—hA4T

N—FT AR AR—REHH L. Security Server DY S v af(z, BEEOS La— Kikb
NENWESITTEEHIZIEH, EEOT I 74 IILETHNICHER FL—F O —NS
F—HATTEH5EHMRLET,

PlanetCross ¥ 7 bz 7Id, BEEOT A7 —HA TTB5=HIZHNGY—IILFRIELEE A,

rsyslog [&. BEBERJ &NEOr—2 3 UICYFALY T EHEIICERETEET,
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FgEA HITVRTLMEBDRR TSS9 T4 R

AftEk(X. PlanetCross DY T LR T LDARFIFITHA K54 2T,

Al YITORTLEIF

PlanetCross M * > /\—[%. PlanetCross H—E X Z#1IZ2F-ITFNZRET 5-=HIZ, HFEHRIRX
T L% Security Server [TH TR TLELTEHFTIDLELAHY FT,

HITORTLERR,

7O REDFE(E PlanetCross * /IN\—DH T AT LR L TIHHONE2DTH- T, £EE
L T® PlanetCross A /A—IZ® LTTEHY FHA, YITVRTALIZKYVREBEEEINSZY—ER
EHITVRTFLANDT O ERIEIE., TFDAUN—DFOMY ITORTLIZEK YIRS S —E
AMS I LTLWET,

A2 BYITVRTLGRHARIAY

BLAUN—DEYTORATLIZIE, UTOHA RS54 VI >TLIZ— I LA EF T H0E
AHYES,

PlanetCross DY T AT LEZEET A-0OIZ., TEEEHOFWALEZAICEALT, EDLS
[CZDEENH—ERZRMETEE-0D. HEWVIEHAT5-=0D)ERRATLEDTLDEET
I ERVICEELET,

e RUZEMBENETHELTWSE VAT A
e EALRNILDEF2LVTATIEREHBADVAT LA
o RUEMMELEHALETEELTUVEVRATA(TRTHEICKRR FEh TSR E)

ROFFHERFDBEERIRLET,

Bl ek MA
RBBEENZY—ERFLEFFAISNEZY—ERZEKLTWS, HHWNIEELTLS
B THD

BE-EBELTWS

AT—5TLTHS

EZHMTHD

A3 YITVRTLAICHERATRELAXF

e INXETILIT7F7ARY bk
s HILVRATLEDF—ILAVFERALEY., GYELI-Y T E2RELAHIEEITIRY)
UXFE — (Fy>a)bERTHEE
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{148% B. CRON ZEAL-FRED EHNLZ/ \vITvT

Security Server FRED/NY I Ty TIE. UTORY ) TrHE &V cron D3 T%#FEHAL T, 01T
STENTEFY,

A5 R DGFRICEEMICEET BIZIE, rsync ZERALET, rsync DEEEGEZ Y F Ty T
T 5121, TERDFIEESELTL L,

TROFIEDLUTOXFIIE. TRNETNOREICIECTEEHA T ZEL,
e [SERVER_CODE]- & B® Security Server 31— FIZE E#2 X F 9 (Security Server @ Ul
RV EEFICELRBIZRTEINET),

e [XROAD BACKUP_STORAGE_SERVER IP_OR _HOSTNAME]- Ny 457w A L —
CH—N—DIP7 RLRZERIIRR FRICEEHAET,

B.1 \wOFPYTRH)Tk

WERNSINY I T VTR YT REETTBIZIE, xroad A—HF—TUTOAT U FEFETLT
(&L,

$ /usr/share/xroad/scripts/backup xroad proxy configuration.sh -s
[SERVER _CODE] -f /var/lib/xroad/backup/conf backup ‘hostname’ “date
+¥SY¥IM¥Sd-¥SH¥SM¥SS . tar

CORIVTFOHEAEIUTOLSIZHBYET,

Backup file saved to
/var/lib/xroad/backup/conf backup xrd-ss-01.test.avenuecross.com 20181023-1
41110.tar

B.2 Cron DE’5E

NI Ty TEEPHICETTAICIE. ESEORY ) T rE2FERALTESNY YT Y TE2T5&
5 Cron #5RXET I HELHY ET,

ik T xroad 11— —T crontab -e #EfT L 1=%. Cron DHREZITLVET,

$ su - xroad
$ crontab -e

UTIE. Ny o7y TE#ERTT 560D Cron DREHITY,
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Cron DERFEICUT#EBMLET,

0 0 * * * /usr/share/xroad/scripts/backup xroad proxy configuration.sh -s
[SERVER _CODE] -f /var/lib/xroad/backup/conf backup “hostname’ “date
+¥SYYIMY¥SA-¥SHYSM¥%S . tar > /dev/null 2>>
/var/log/xroad/auto _backup warnings.log

COFRETIE, A 00:00 TNV I T TNEFTSIN, NI TV TI7ALN
Ivar/lib/xroad/backup IZBRESINFE T,

Ff=. TRTOEE M var/log/xroad/auto_backup_warnings.log [CH A SN FET,
B.3 UE—F\YIFPYTRAL—TY—/3—~D RSYNC

Ny YTy TRk L—TH—/\—& Security Server, F1=[E9 5 X2 —1{k S 1= Security Server
ZHEALTWSIEAIET RTD Security Server / — KT S5#BEETRISRLET,

BRENTETTRE. NV ITYTRM—DH—N—DNNv I 7y TIEUTD &L S LGfE&EICi Y
*9,

Backups
L [SERVER CODE]
L YEAR
L MONTH

L HOSTNAME
t: conf backup xrd-ss-0l.test.avenuecross.com 20181023-143201.tar
conf backup xrd-ss-0l.test.avenuecross.com 20181023-143301.tar

B.3.1 /I\WHTPYTRAN—TH—/IN—DEETE

NG TYTRARL—DH—N—T, HiLlyssha—H—ZERLET,

$ sudo adduser --system --shell /bin/bash xroad-backups

.ssh 74 JLA & authorized keys 7 7 4 ILEERLE T,

$ sudo mkdir -m 750 -p /home/xroad-backups/.ssh && sudo touch
/home/xroad-backups/.ssh/authorized keys

NV T v T IT74)LE Security Server — R#ERik 9 5 7+ LA #ER L T, xroad-backups
A—H—NTF7IOERTELLSIHFALET,

$ sudo mkdir -m 750 -p /home/xroad-backups/backups/[SERVER CODE]/ && chown
xroad-backups -R /home/xroad-backups/
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B.3.2 Security Server MEX5E
) UTOa< Y Fldroot R TEITLTLIEE LY,

Security Server E =139 X T® Security Server / — F T, xroad 1 —H—FHIZ/NA 7 L—X%H L
T ssh ¥—(ssh-keygen) & e L £ (FELHZLMEE).

$ su - xroad -c '/usr/bin/ssh-keygen -b 4096’

COXF—BLULRAF—EUTO I+ LA ICHMESNET,

/var/lib/xroad/.ssh/id rsa
/var/lib/xroad/.ssh/id rsa.pub

INY DTy TR b L—DH—\—T L > D/home/xroad-backups/.ssh/authorized_keys 1242 B
#_ éiﬁj]u L/ 353—0

Security Server M5, KRR FF—%ZITAN, sshZFRAL TNV I TYTRARL—UH—/\—
IUVIHERLET,

$ sudo ssh-keyscan -H [XROAD BACKUP_ STORAGE SERVER IP OR HOSTNAME] >
/var/lib/xroad/.ssh/known hosts

$ su - xroad -c "ssh
xroad-backups@ [XROAD BACKUP STORAGE SERVER IP OR_HOSTNAME]"

Security Server T, xroad 11—+ —T crontab Z#&EL ZE T,

$ su - xroad
$ crontab -e

crontab BREICLLTZEMLET,

10 0 * * * /usr/bin/rsync -azqg --timeout=10 --remove-source-files --log-file
'/var/log/xroad/backup-transferring.log' --include '*.tar' --exclude
'.*'——exclude '*' --rsync-path 'mkdir -p

/home/xroad-backups/backups/[SERVER CODE]/ date +¥%Y'/ date

+¥%m'/ “hostname'/ && rsync' /var/lib/xroad/backup/

xroad-backups@ [XROAD BACKUP_ STORAGE SERVER IP OR HOSTNAME] :/home/xroad-back
ups/backups/ [SERVER CODE]/ date +¥%Y '/ date +¥%m'/ hostname’/

ATMNEBICEEEINSGETISI—ARELLGOMIERLETS,

$ tail -f /var/log/xroad/backup-transferring.log
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18 C. Avyt—oa5 D7—h4THRE

Ayt—o045DBEMIE. Security Server @ L=V TR MELRAKRVREZITFIF-2 &%
FE=FICAHAT AFERERHBTSETT, ETOUI IR MELRRURIZDNT, Security
Server [IZBR ER A LARR YV TEMAMLTz K& a1 A > k(Associated SignatureContainer ASiC) %
ERLET,

Ayt—o05F Ay — U DREEFIZIE Security Server DT —2R—XIZREFELET,
Security Server [EEHAMIZ, T—EAR—ZAMNL R A LR ZVTOMNMNET LizAvE—oRT
FMYHL. A—ALITFANVRTLICT—AATI7AILELTRELEST . 7—Hh14T 7

ANWIE1DULDEBRE. FA LRI VTERFX AV NETEEHOBRID-ODAZT—3 %
BEHET,

C.1 Ayt—oO 5 DH/EIFAIL

Ayt—CO0DREIT7AINETIHIL RTIEUTD ini Z74IILIZHY FI,

/etc/xroad/conf.d/addons/message-log.ini

TIAIWIMEREZLEEETHEDIZE. UTDI7AILEERT 20MREE L TSN,

/etc/xroad/conf.d/local.ini

L5 T 74 ILRIZEITIE [message-log] section ZE L ZDTIZ/IATA—2—% 117 DEL
TLEEL,

C.2 NSir—Ha——%
DLTFICEBELGNGA—3—%HBLET,

o keep-records-for - T—2R—R([TAvtE—DOJEREFTHHMTT, BlE B, T
TAILEIE30 TY,

e archive-max-filesize - 7—hA4 7774 ILDHEKY A X, BfilL Byte, xAH A4 X%
BRADERDI7FAIVIZEZTET, TIA+I FTIEI2MB T,

e archive-interval - A y&—>0J%7—hA4TFH5A43—NILTT, TIHILFT
[ "000/61/1*?2* TY,

e archive-path - Ay +—205%7—hA4IFDEDTALY F)TT, TIAILELT
(% Avarflib/xroad/ TY,

e cClean-interval - T—2R—ZAMNLT7—hA TSNz AVvE—COTEHBET DAY
B—N\)LTT, TIAIELTIE T000/1211*?2*] TS,

o archive-transfer-command - EELGT7—hH4 TRICETSINDATY FTT, 488
ROV T ERBEL I 7AINEGRET D ENTEET, TIHILLTIE THLI T,
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C.3 Awt—onJdDT7—hAT 774 ILDEGEHRE

TARIVDEAREZRL LEEHEOXEZMNA S0, 7T—h4 T 774 L EEHMIZ Security
Server WA BRICERET D EEHRLET,

L 52D archive-transfer-command 23535 & THEWIZCT—HA T I 7 A ILEEETH &
MTEEY, CITlErsync ZFEALE-AEICOVTERNLET,

UTOXFIFREICIHECTERL TS,

[SS_OR_SS_CLUSTER_FQDN] - Security Server ® FQDN, =& Security Server 7 5 X2 —
@D FADN [ZEBE L TLFZELY,

[XROAD_ARCHIVE_SERVER_IP_OR_HOSTNAME] - 7—H 4 FTHDH—/\—D IP Ft=137R R
FRICEELTLZELY,

T7—hA ThDY—/\—& Security Server TIFUTDOFIEEZETLET  FIEDETRIZIE. 7—
NA TES—N—DUTOLSILGTALY FIBSBIZCT 74 ILERFELET,, Security Server A
1 8BBDEEE. VI RI—BRDIGEAEEZLTICATTRRLTVET,

mlogs
F— [SS_FQDN]
L— vYEAR
L MONTH

': [SS_FQDN]
I: mlog-20181009200637-20181009200637-gbZAuY32az.zip
L— [SS_CLUSTER FQDN]

L— YEAR
L — MONTH

[CLUSTER _NODE_1]
t:: mlog-20181009193003-20181009193003-475iIYTxSM.zip

[CLUSTER_NODE_2]
t:: mlog-20181009185003-20181009185003-kQ5FgMzZWnb.zip

C.3.1 7—hA4T Y —/I\—DE&RE

xroad-archive 1—H—Z e LE T,

$ sudo adduser --system --shell /bin/bash xroad-archive

ssh T4 L% +Y) & authorized keys 77 A ILEERLET .

$ sudo mkdir -m 755 -p /home/xroad-archive/.ssh && sudo touch
/home/xroad-archive/.ssh/authorized keys

D7AIILVEREETSET4 LY M) EERL. xroad-archive L—H—I[ZEZFIAHIEREEZET,

$ sudo mkdir -m 755 -p /home/xroad-archive/[SS OR SS CLUSTER FQDN]/ && chown
xroad-archive /home/xroad-archive/[SS OR SS CLUSTER FQDN]/
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C.3.2 Security Server DE&E

FREEELTWEEFNIE, xroad UNIX 21— —® SSH ¥ —%# /R L—XELTHERLTL
S, VSR A—EENIBEIZIE. Slave / — FIZIE SSH F+— (BRI FET 3X9 T,

|$ su - xroad -c '/usr/bin/ssh-keygen -b 4096

MEREARBEILUTICERESNET,

/var/lib/xroad/.ssh/id rsa
/var/lib/xroad/.ssh/id rsa.pub

NERE 7 —H A T %Y —s\—dD/home/xroad-archive/.ssh/authorized_keys [ZEEE L TL 2 &Ly,

Security Server NS 7 —Hh A THY—N—IZSSHEHK L. 7—hA TEY—N—D LB EZT
ANET,

‘$ su - xroad -c "ssh xroad-archive@[XROAD ARCHIVE SERVER IP OR HOSTNAME] ‘

letc/xroad/conf.d/local.ini BXFE 7 7 1 JLZRBIE. [message-loglEy > a v EwmELET,

[message-1log]
archive-transfer-command=/usr/bin/rsync -azq

--timeout=10 --remove-source-files
--log-file '/var/log/xroad/mlog-archiving.log' --include '*.zip' --exclude
'.*'" ——exclude '*' —--rsync-path 'mkdir -p

/home/xroad-archive/mlogs/[SS OR _SS CLUSTER FQDN]/ date +%Y'/ date

+%m°/ "hostname'/ && rsync' /var/lib/xroad/

xroad-archive@ [XROAD ARCHIVE SERVER IP OR HOSTNAME] :/home/xroad-archive/mlo
gs/[SS_OR _SS CLUSTER FQDN]/ 'date +%Y '/ 'date +%m’/ hostname’/

xroad-proxy service #HiEEI L FT,

|$ sudo systemctl restart xroad-proxy

IS—DREMNATITRNAGVIERLET,

‘5 sudo tail -f /var/log/xroad/mlog-archiving.log
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C.4 REREREDAYE—IAT D7 —hATHE

Ayt—UO05DMESENEEL B BBEICE. A vE— 045 % Security Server [ZEiET 5
M ZR/INMNZTEIRETT, UTICZEDEHDOREFZTHLET. AZ2D 191 Av+—Dn0
TDHREDEE] 2B5EIZLT. BTE T 7 4 Jlletc/xroad/conf.d/local.ini Z#m&E L TL &Ly,

e keep-records-for=0 (0 day)

e archive-max-filesize=104857600000 (100 MB)

e archive-interval=0 0/1 * 1/1*?2* (B2 7—h4 T%175)

e clean-interval=0 0/5* 1/1*?* 5 R B EICT—HA TSNz AvE—PR5ET—2R—
AMBIHEET D)
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1§ D. XBEE/IT)—D=HDERE

Security Server TRKBF=EY L) — (WSDL H4 XA 100MB LU L) #/kS5BE. UTDHREZH
HAEDETHRETHIETRERAGEELRI T ) —F A XEHETEFET,

D.1 SWAP &%t

OS M SWAP ZHMtT 5 Z & CUIERIEEHR IV T ) —H A X &R TEEFIT LUTIX1GB DT 7
4 I)L% SWAP {8l & L TERT HEREFTY,

$ sudo swapon —-show

$ df -h

Filesystem Size Used Avail Use$% Mounted on
udev 1.7G 0 1.7G % /dev

tmpfs 345M 36M 309M 11% /run
/dev/sdal 30G 4.0G 26G 14% /

tmpfs 1.7G 8.0K 1.7G 1% /dev/shm
tmpfs 5.0M 0 5.0M % /run/lock
tmpfs 1.7G 0 1.7G % /sys/fs/cgroup
/dev/sdbl 50G 52M 47G 1% /mnt

tmpfs 345M 0 345M % /run/user/115
tmpfs 345M 0 345M % /run/user/1000

$ sudo fallocate -1 1G /swapfile

$ sudo chmod 600 /swapfile

$ 1s -1 /swapfile

—rTW——————— 1 root root 1073741824 Mar 26 07:20 /swapfile

$ sudo mkswap /swapfile

$ sudo swapon /swapfile

$ echo '/swapfile none swap sw O 0' | sudo tee -a /etc/fstab
$ tail -n 1 /etc/fstab

/swapfile none swap sw 0 O

$ sudo swapon -show
NAME TYPE SIZE USED PRIO
/swapfile file 1024M 524K -2

D.2 proxy Xmx DEE

E—T Xmx DHERBEIHERESTHIET, DEABGELGI T —H A XEWETEFET, LUTO
EXFE TIE. Xmx [Z1536MB &Y B THHERLET,

$ sudo vi /etc/xroad/services/local.conf

UTZEREL TSN, -Xmx DEROEZRFEICHE CTEBEL TS,

PROXY PARAMS=" -XmslOOm -Xmx1536m -XX:MaxMetaspaceSize=80m ¥
-Djavax.net.ssl.sessionCacheSize=10000 ¥
-Dlogback.configurationFile=/etc/xroad/conf.d/proxy-logback.xml ¥
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-Dxroad.proxy.clientHandlers=${CLIENT HANDLERS#?} ¥
-Dxroad.proxy.serverServiceHandlers=3${SERVICE HANDLERS#7?}"

ERTEXIC. Security Server DETHDH—EREH/EHL T IEELY,

D.3 SOAP RFsOFX> T D EESHIE

Ayt—oOJITH LT, SOAP DART A BREAFX VT LBWELSITERET - & T, NEF
BEIIT)—H A XEMRTEET . UTDIT7AILEBELTLIEEL,

$ sudo vi /etc/xroad/conf.d/local.ini

LT#ZEBEL TS,

[message-1log]
soap-body-logging = false

ERTE&IC. Security Server DY —ERXETEBREHL TSN,

D.4 SOAP RF(OXF 5 DEIBIENEE

Ayt—o0JITHLT.SOAP DART A BN EOFX VT 294 ADLEREXRELTHI LT,
MIBRTEEIZ ) T) —H A REMBRTEET . UTDT 7 ILEBEL TS ZEL,

$ sudo vi /etc/xroad/conf.d/addons/message-log.ini

archive-max-file-size /N5 A —2—%ZB L T Z&L), Byte B TRET IVLENHYET,

(default 32MB)

archive-max-filesize=33554432

EREH,IZ. Security Server DH—ERETEEBEREL TS,
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D.5 REDHAEHELENRDH

AEN)—H A X 4GB DHIZLTIZRLET, NO.1 DFREH TIE WSDL 44 XHEFEK 252MB D
WmYFOANFRELGCEERLTULET,

Bt tvTyrr—s | FR

T—4

NO SWAP @ | Xmx D% | SOAPRT+ A | SOAPRTFsRB¥ | La— | §5tLa— | WSDL

LBl = FUUDEME | VT OHIRELEE a4 Fg4a4X | 44X

1| Yes(8G) Yes(1.5G) | Yes Yes(256MB) 390,000 | 190.8 MB | 252MB

2 | Yes(8G) Yes(1.5G) | - Yes(256MB) 300,000 | 146.8 MB | 193MB

3 | Yes(8G) Yes(1.5G) | - - 265,000 | 129.6 MB | 171MB
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WETRE

N—3y Bt EHEBERE

% 18R 201942 A28 H R FAT
XERNDORREFEARICERH
ME, 12F%EMN

1.1 20194329 H f18kE LT, YILVRTLBREDRRNTS O T4 R,
CRON #%{# /1 L 1= Security Server 5 E D E AR LZ/N v &
Tv7, Ayvte—=05D7—h4A THE. RKEEV T
) —D1=-HDEHRTE ZBM

EF 12 201948 A1H TEQT7 Y RENS TEBFHEYE] ZHIKR

£ 1.3 202042 A5H EREICDOWTOREEHZTEM, 7V I —%FFH
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