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1. (FC®IC

1.1 Bi{EDEHH
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A3 —Fy b+ Security Server Gatekeeper Connector
S — <B— < Cc—
|
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EEY—/\—

1 Connector R L=y FT7—%

Connector Tl&. SOAP Y4 T X F%EMIEF B SOAP H—/\—& H—ERBZFEHAD Ul 2129
BREBEY—IN—D2ED Web H—N—NETEINFET,

Security Server /5 Connector IZ SOAP ERAEE SN 5 &(A). Connector [ET7—2 R—X[Z
SQL /T ) —%FEELTB). T—FIR—RELYLRARVZAEZIEL(C). SOAP LRAKRVREAE
B& L T Security Server [Z38 L E£37(D)s

BEY—/N\—(F, Y—EXRBEEENY—EREFRTET 51D Web Ul i LET(E),
H—EXMNKRESINSD &, Connector [FH—ERFZREEZ T 74 ILICERTFEL. WSDLURL 4/ L
F9 ., ZD URL L, Security Server B’ —ERE /AT HE=OHICT v FA)TEHENTEFE
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2. REDHE

Connector DEREDBEIIUTDESYTY,

T—3RN—ZXTOD%H

(1)

Connectorm HDBAESRT B1-6b. OF A VAREGOT A o 1—H - INAT— R %%

ConnectorlZxt L TOEZE

(1)
)

3)

T—A R—ZADEHERE £ (Database Connections),
T—EHY—ERDBRE(T—FA—RITHLTED L S GSQLERITSEHNF)E X
(Services),

BRELET—2Y—EX%FIIZ, Security Server|ZFHmAAEEB=HDWSDLT 71 /L

ERE

Security Server (T—2 AL/ 2 )T L TOHEE

(1)
(2)

(3)
(4)

()

Client& L TH—E X & &&k(Security Server Clients => ADD CLIENTS),

PlanetCross Engine~%$% L f=CLIENTS %4 —E R & L T &K $E (Planetway~
Member Name. Member Class. Member Code. Subsystem Code % {z3E)

T—R Y —E X & &K (Services? J)

Connector CAERM ENF=WSDLT 7 1 JL Z &t #A3iAH(ADD WSDL), ConnectorTER Eh
FURLZFHHAL

HAHAFENT-WSDLZER L (+). £Y—EX(Zx LT EDMBHBD Security Servert>7 7
Y7 — 3 VIZH—ERERRT M7 U REFE k. (Access Rights)

ADD SUBJECTSRA Y AN1#k. SearchT7V tRHEZEZ SR EHE. MREER
#%. ADD SELECTED TOACLT7 ¥ £ R#E%E{t 5,

PlanetCross EngineZ &L T, EDK S B —ERANTEFB)TLAELTLWEIIEHRER., ¥
RBTEDHLSITHYVET,
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3. Connector DERE

Connector B{fl&/opt/planetx/connector/ 24 ILFIZA VA F—=ILENET,

Web H—/N\—DEEZHRET HIZ(X. /etc/planetx/connector/main-conf.json ZHmE
LF¥J,

TIAIWFREFIUTDOLSIZHEL>TWNVET,

{

"conf": "/etc/planetx/connector/services.json",
"services":
{ "port": 8003
, "host": "0.0.0.0"
, "schema": "http"
, "hostname" : null
, "log": |
"access" : "/var/log/planetx/connector/pw-access.log"
, "error" : "/var/log/planetx/connector/pw—error.log"
, "sgl" : "/var/log/planetx/connector/pw-sqgl.log"
, "soapAll" A
, "soapHeader" : "/var/log/planetx/connector/pw-soapheader.log"
}
}y
"admin":

{ "port": 8002
"host": "127.0.0.1"
}
}

LTIFERET7AMILDHRATY,

o “conf” :SOAP UV IR FZENEBT H51-HDICEEY—/N\—MNEEZAA, SOAP H—/\—
MERAES json T 7 A ILDFELME/INR

o “services” :SOAP H—/N—%H{ETH4A TPV b+

o “services” . “port” : SOAP H—/\—philisten ¥ H7KR— +

e “services” . “schema” :http Ff=I& hitps D LVF HH

e “services”.“host”: WA U FRFTBTCPHRR MNT U VU749 EADIFEEIZ0.0.0.0)

o “services” . “hostname” : £ ENT- WSDLURL MKRR & &, WSDL RIZEE
AFENT URL, null FLEFIRBEEDHZEIL. YATLEENMEREINET,

o “services” . “log” : AU DEFEEZERET STV F

o “services” . “log” . “access” :SOAP Hy—/IN\—@D HTTP 7Y tX0O45

o ‘“services” . “log” . “error” : TS—AY

o “services” . “log” . “sql” :SQLY TY—A4Y

o ‘“services” . “log” . “soapall” :SOAP ERE L UBEDEAEN DT 714 ILIZE
BREINFET, ZOHE. AOTVEMLRYET,
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“services

”

“log” . “soapHeader” : BERB I UIEED SOAP AV A —RZDT 7

A IVICEEERESNE T,

“admin” : EEY—N—ERET ST TV b

[13 . ”
admin .

“port” : BEHY—/\—Nlisten T BHKR—

“admin” . “host” : N FF B TCP X

EEY—/\—IL., TI4I FTIE Localhost Tlisten LET,
admin.host &, BEEBY—N—AADT7 IV E2RIFERT IRV N IT—DAL3—T—AD IP 7
FLRIZEBRLZET,

3.1 BREEEDER

Connector DIREDAT—R A EZHERLET,

$ systemctl status planetx-connector.service
planetx-Connector.service - PlanetX Connector

Loaded:

vendor

loaded (/1lib/systemd/system/planetx—-connector.service; enabled;

preset: enabled)

Active:
Main PID: 1220
Tasks: 10
Memory: 50.9M
CPU: 333ms
CGroup:

Aug 02
Aug 02
Aug 02
Aug 02

active (running) since Thu 2018-08-02 09:08:20 UTC; 34s ago

(node)

/system.slice/planetx-connector.service

L—1220 /opt/planetx/connector/node/bin/node
/opt/planetx/connector/bin/planetx-Connector.js

09:08:20
09:08:21
09:08:21
09:08:21

1p-xxXxXx-xXXX-XxXxX—-XXX systemd[l]: Started PlanetX Connector.
1p—-xxx-xxx-xxx-xxx node[1220]: UI service running at
1p—-xxx-xxx-xxxX-xxx node[1220]: SOAP service running at
1p—-xxx-xxx-xxx-xxxX node[1220]: Services are not defined

Connector ZBEH L THREI7MIILDEREEZERALET,
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4. H—ERDERE

H—ERZHRTETSHICIE. EEY—N—DUI ZRRLET,

EEHY—/N—®D Ul [X http://{host}:{admin.port}/IZHY ET,

CCT. {host}ZTSHHNLEBY—N—IZT7 I LRAEELEKRR FRE-F IP 7KL X,
{admin.port} EBXE T 7ML THRESNTWSAR—+ESTT,
BEY—N\—DOUITIIUTD ISR R—rEhFET,

o HmH/N\— 3 D Safari

o &HFH/N\— 3 2D Google Chrome
3£ : Internet Explorer (Y R— kL THY FHA-
4.1 H—EZXDEM

Y —EXDREXFHIIBT SHI2IL., EEERIZHS Add a new service RE U EMLET,

PlanetCross v<
A Connection
PlanetCross Connector

Add a new service +

Name

Services

test_sqgl

test_sqgl2

4.1.1 AW
[Name] 7 « —JL KIZ WSDLURL TfEA &N, LUTFD 1 /31 FMERA)XFOHEFERATEET,
o RKXFFHIFNMIXFDOTILI7ZARY k
. BF
o FUA—ZAT()
o HwIaiRE(-. -1 LEBEBXFICIXERATT)

ZHil%. 1 D® Connector DA VA F—ILHT—ETHIVELAHY EFI,
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4.1.2 BEHXF
HEXTIE. UTOWEANTHEFIIELY EEA,

e mysql://user:passwd@host:port/databasename

e psql://luser:passwd@host:port/databasename

e oracle://luser:passwd@host:port/databasename

e db2://user:passwd@host:port/databasename

e sqlite:///filename

e mssql://user:passwd@host:port/databasename

R— BT IAIMIBESNATWSGEEIF. R—FE2EBTEET,

EHICBELRER/NSA—2—0HAIF,. URLSIBZERALEY. Chod3IHEFT—2X—X
BHRESAN—ICEEESNET, ERIAN—DI=aT7I)LIELUTOY A FTSRTEET,

e mysql: https://www.npmjs.com/package/mysql

e postgresql: https://www.npmjs.com/package/pg

e oracle: https://www.npmjs.com/package/oracledb

e db2: https://www.npmjs.com/package/ibm db

e sqlite: https://www.npmjs.com/package/sqlite3

e SQL Server: https://www.npmjs.com/package/mssdql

FERIE TV T EBRETDICE. UTOBRGEXFIEERALES.

e mysgl://user:passwd@host:port/databasename?connectionLimit=10&acquireTimeout=20
00

e psql://luser:passwd@host:port/databasename?max=10&idleTimeoutMillis=1000

e oracle://user:passwd@host:port/databasename?poolMax=10

BGICH I IOy b HBEEIE. Fy bEFERLTYHIA Ty bEERLET,
fzEZIE, TLS#ERAL TEKT HEENNITEEBLET,

AWS D mysql IZEE#RT 571=D URL &,
mysql://root:pw@yourhost.amazonaws.com/db?ssl.ca=/home/me/rds-combined-ca-bundle.pemé&
connectionLimit=10

DESIZHY FFT(AWS DFMMIZDLNTIE,
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.htmI#MySQL.Conce
pts.SSLSupport 5 8),

Ff=. Y —/\—IZ rds-combined-ca-bundle.pem 4> O— KL, ZD T 7 ILDTEHG/NR %
BETHIVELRAHBYET(Z7MILHABBMIZHEARMONET),
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psql://user:passwd@host:port/databasename
oracle://user:passwd@host:port/databasename
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sqlite://filename
https://www.npmjs.com/package/mysql
https://www.npmjs.com/package/pg
https://www.npmjs.com/package/oracledb
https://www.npmjs.com/package/ibm_db
https://www.npmjs.com/package/sqlite3
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oracle://user:passwd@host:port/databasename?poolMax=10
mysql://root:pw@yourhost.amazonaws.com/db?ssl.ca=/home/me/rds-combined-ca-bundle.pem&connectionLimit=10
mysql://root:pw@yourhost.amazonaws.com/db?ssl.ca=/home/me/rds-combined-ca-bundle.pem&connectionLimit=10
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html#https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_MySQL.html
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4121 BHEXFENDN—E b a—TFa Y

EHRXFINOXFIE, BEIZELCT REC3986 [T >T/A—tY bToa— I H2RENHY
E3 I

RFC3986 TEH o N TS FHXFIF . UTDELSIIT/NA—tE UV T a—FTEIRENHYFT,

| Reserved characters | ! | # | $ | % | & | | ( [ ) | * | + (I
|/ | [ | = | 2 | @ I [ ] \
| Percent encoded | %21 | %23 | %24 | %25 %26 | %27 | %28 | %29 | %2A | %2B
| %2C | %2F | %3A | %3B | %3D | %3F | %40 | %5B | %5D |
451
‘mysql://Alb}_.—%23:1Abc%40.— ~%$28%29@mysqgl:3306/databasename

FRDOEGEXEINOLI—F—L(F A1) _#. /SRXT— KX 1Abc@.- ~() T,

Name & Connection # A J1 L f=#&[Connect]R 2 V= L £, EHKICHIIT 5 & Config Mode
LUTOHRENTEDLSICHRYET,

PlanetCross >v< Name test_sql3
A" Connection

PlanetCross Connector

Confi
Add a new service + 9 @ Simple Advanced
Mode

Services Service

@ Select Insert Update Delete
Type

test_s

test_sql2 Table Please select.. v

Where

Fields

WsDL URL

'\ PLANETWAY
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413 VTNV E—FRETZ KNV ARE—F

BREE—FIZEFH.OOTWE—FEFENVRE—FD 220 H Y £F . FhEFnlConfig Mode
T ISimple] A TAdvanced] Z#EEL TLEELY,

4131 YT ILE—F

DUTINNE—FRTIE, T—ER—ADNSHRHARAEN-T—TILET 4 —ILE (AT L) DRERES
NEFT, Y—ERXADEEBETREINDZ T4 —ILFEEBIRT B ENTEET,

[Service Typel TEALT-L)SQL T—2iB%EEEVET,

[Table] #&RT DL, B LIZT—IR—RDT—ITUDRTNEIORRENFET, BRLT=
T—TILDT 4—IL KM [Fields] [CRFREINEFTDTEEND 741 —ILFEHRELTLLEEILVER
HOEIRE),

/ Confi
v Mc::ieg ® Simple Advanced
PlanetCross A<
Service
® Select Insert Update Delete
Type
PlanetCross Connector
Tahle Please select... v
Please select...
Add a new service + history
hospital
Where | patient
Services
Fields
test_sql
test_sql2 WSDL URL

SOAP service URL

Planetway Japan Confidential 9 © 2019 Planetway Japan Corp.
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PlanetCross )X

PlanetCross Connector

Add a new service +

Services

test_sql

test_sqgl2

“ PLANETWAY
J

Service

Update Delete

® Select Insert
Type
Table history v
Where
Fields
id
patient_id
type
disease
outpatient_date
admission_date
discharge_date
WSDL URL

'Where] (& SQL XM Where A1 LET ., EHEZS5A-WGEIX I$] FILEESZFERALE
T, f=&ZIL Tpatient_id] Z14—IL K (A5L) #E#H%E lpatient_id1] THEIEZHEEITLU

TOBEBYADLET,

(where) patient id = S$patient idl

U TILE— KD where AITIK, UTDEEFNAYR—LENFET,

e AND. OR

° =, >, >5, <, <=

LU FILE— K&, MySQL. PostgreSQL. # & U SQLite TOAYR—rIhET, TOHOD
T—ER—=XTIE, ZPFNVRE—FREFERALTLEZELY,

4132 ZPRNVRE—F

7 RENVAE—FTIE. SQLY ) —2KZRb LEIT., TZHEEZ DA, VU TILE—F
B#RIZ T$) FILBRSEFELET,

LIKE BEFIEX7 RNV RE—FTOAYR—FEINET, LIKEV T —TCOEREEFITOH
& . concat BE#E CFERA S, concat BABDEXIZDEFELTIE, BT —EFR—ADLH%E
CHESREELVE T, MySQL, postgreSQL IZH TSR HIZ LI TFIZRLET,

MySQL (ZE# & name] DFEIA—E)

Planetway Japan Confidential
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|SELECT * FROM users WHERE username LIKE CONCAT (Sname, '$');

postgreSQL (ZE# 4% namel DRIA—H. 1—H—& A varchar EDIFEE)

|SELECT * FROM users WHERE username LIKE CONCAT ($name::varchar, '$%');

B, UTFRBBXEYR—FENFELADTITEERENET,

‘SELECT * FROM users WHERE username LIKE 'Sname$%';

Name test_sql3

PlanetCross >v<
; A Connection

PlanetCross Connector

Config
Mode

Add a new service + Simple | (@) Advanced

Services

test_sql

test_sql2

Test query

WSDL URL

SOAP service URL

’ PLANETWAY
4133 YVTINE—FEZ RN\ RE—FOER

BIRDBEY ELLDE—FTH., T (=SOAP AANRTA—48—) 27 —0F5-=0HIZT$] F
LEENFERINET,

f=& ZIX, select * from foo where id = $i LM LT=HE. i [EEHFMICATINT A —
A—IZEYETS,

SQL TIEEHEN NSV FNFTA—F—L LTHEASIN., Oracle TIEXFHNELZFERATERNI L
[TEELTLESWNFHEOD—EIZDLTIX, Oracle DY =a7J)L
(https://docs.oracle.com/cd/B19306_01/em.102/b40103/app_oracle reserved words.htm)% & 8),

insert, update, 8LV delete DIV T —(FRATEET, 714 —IL FRIFAINTA—2—
ELTHERASh, BEEZZTHTHEMNMREINET,
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4134 A7 RFOO—=Sy—DOBREYER—F

7 KNV ZXE—F® Connector TlE, RH /NS A—2 —Z@EAIRT K52 SELECT VT 1) —
MEREINTLSBIZAEIZ, PostgreSQL A F7 KAV —D v —HR— kS hFET,

UTDT—ITILELUVR M7 FTA—Drv—b0H5ELET,

-—- Create table
CREATE TABLE person (
id integer,
name varchar (100),
sex char (1)

) ;

-—- Insert row
INSERT INTO person values(l, 'suzuki','A'");

—-— Create stored procedure
CREATE TYPE PersonkEntity AS (id integer, name varchar (100), sex char(l));

CREATE OR REPLACE FUNCTION SampleStoredProcedure (argId integer)
RETURNS PersonEntity AS $$
DECLARE
returnValue RECORD;
BEGIN
SELECT id, name, sex FROM Person WHERE id = argld
INTO returnValue;
RETURN returnValue;
END;
$$ LANGUAGE PLpgSQL;

CDBE. LLTD SELECT SQL [F7 KAV RE—KTEfEL. SOAP LAR2U AT id. name.
PEUsex INTA—2—Z%@RIIRLET,

SELECT * FROM SampleStoredProcedure ($id)

=25

A7 RETOS—Or—DHR—FIREMTHY ., IRXRTOT—EA—R, IRTOEHE. &
FUR M7 FTAL—S v —2 kT 2-00HLPEHEETEICYR— FFHFENLT
EITERLTLESL,

4.1.3.5 F|4

T—AR—ZDFIZIZ& Y., SOAP LAKRUVREAXD XML BERENEZSINET,

HAIZ(E, XML 1.0 ##d 2.3 Common Syntactic Constructs] T Name] &L TEZESINT
WE, Tl  T-10 BEY T AADIRTOXFEFERTEETS, TOMEBRIL—ILIZDEFL
TlE. REHMAD B Character Classes] #SHBENVEY BRI, KBS/ FABFTWHELID
(FFRA, —FDEF (CIKEBEMET) FHR—FEEENGELHY FT),

COEFHEBLLTVWREWVWIRZAZFEHAT 9HE . SELECT column-name-with-dash AS
column name without dash FROM table WHERE ...D&KDIT, 7 F/AVZXE—RTAS ¥—
T—RFEEATSHET, SR EEELTCCOMEEZREETEET,

Planetway Japan Confidential 12 © 2019 Planetway Japan Corp.
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Fi-. SQL B EFERT 51546, AS Al #FEALTIEBZELTEERLTLESL, AS A%
ALAEWLES. MISP2 ZEDH—E XREST

%l (AS 4])

BIZCTS—&RYET,

SELECT COUNT (*) as ¢ FROM ...

(EEE)

FBRESNTONEVIEDHET—INICT Y R T HH—ERFRETEEL A,

ZTOMIZHIBFENCEVEINT IR A FEFHE| 209 TSEIFESL,

4.1.4 R¥#EF

H—EXIFEAFICRET DLENHY F9 ., REFHR. WSDLURL #F*K7< L. Security Server H
bH—EXRZMATELLSICHRYFET,

H—ERXRZREFT HICIE, [Save]RE2 v EHRLET,

PlanetCross )X(

PlanetCross Connector

Add a new service +

Services

test_sql

test_sql2

Where

Fields

id=3id

o

WSDL URL

" id

patient_id

' type

disease
outpatient_date
admission_date

discharge_date

SOAP service URL

q PLANETWAY

Save

[Save] R2 U ZH L=, HRDORY T7 Y THRTINFEFTOT, [OKRZ U EWLTLZE

Ly,

Planetway Japan Confidential
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Are YOU sure you want 1o rewrite service?

l
l

Services (2B & 41, Security Server DY —E R BMBEFIZEHAT % WSDLURL AR RENFET,

PlanetCross >/\v<

PlanetCross Connector

@ i

o

patient_id
@ type
disease
«© outpatient_date
Add a new service +

admission_date

Services discharge_date

test_sql WSDL URL
http://azure-DP05-RDBA-HD-01:8003/test_sql3/test_sqgl3.wsdl

test_sql2

SOAP service URL
http://azure-DP0O5-RDBA-HD-01:8003/test _sql3/test sql3.soap

o

test_sql3

42 H—EXNDEH

Connector Tl&, HY—EXD/N\—C 3 VEEBAYR—FEIhFERA, EBUITH—ERAEERZZE
L T[Save]hE &I &, LIEIOY—ERDRLEZ SN, HILLWH—ERANESLIZFEHATRE
Y ES,

FEZREY AT MIITIZH—ERZRHBEL TV S BHEICLUAIOY—EANEEE SAGN

£IITTBICIK, RAZERELThG[Save][ K2 V&L T, Y—ERXRZRRBRTRELET, C
nIZkY, TOH—ERFZOFFHFILFET,

4.3 H—E XD Hlkg

H—EXZHIFRY I2(E. [Delete]l R2 &0 ) v LET, BIROHEER. Y—ERIESIZHI
PRENFET,
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4.4 BFHEDOYR—F

$ targetUserIdld., SOAP Ny & —® targetUserld BFRIZE DI, SQL THEAMEELLF
BMEHHTY, targetUserId | http://xsd.planetcross.net/planetcross.xsd CERE
¥ O 3 M

fzEZIE, FENDRE—RTHERSNEZY—ERIZUTOY T —HREFLTWLDELFET,

‘SELECT * FROM users WHERE id = $ targetUserId;

Z _ZT. LUT®D SOAP RN fTHhnt-ELFET,

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope
xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
snip
xmlns:px="http://xsd.planetcross.net/planetcross.xsd"
xmlns:xxforms="http://orbeon.org/oxf/xml/xforms">
<SOAP-ENV:Header>
<xrd:protocolVersion>4.0</xrd:protocolVersion>
<xrd:id>c87e72c77£97581af1a7108b4£9d96b5e860a7f6</xrd:id>
<xrd:userId>JP111111111</xrd:userId>
<px:targetUserId>12345</px:targetUserId> <!-- this becomes the
$ targetUserId variable -->
<xrd:issue />
<xrd:service iden:objectType="SERVICE">
snip
</xrd:service>
<xrd:client iden:objectType="SUBSYSTEM">
snip
</xrd:client>
</SOAP-ENV:Header>
<SOAP-ENV:Body>
snip

CORER. SQALIFLUTD LS IZBYFET,

‘SELECT * FROM users WHERE id = 12345;

SYUTIWNE—KRTH, wherefJ% id = $_ targetUserId & L CRHBTEET,
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18 A EEFH

ARZETIL Connector X ERFNDEEEEEZTLET,

Al MySQL [CTHEET HERBIEAST LB LA—EICRETEEEA
[NA]

H— B R EBREF (SOL ERK) . MySOL IS THRE T A ERABR NS LR ERA—ECBRETETEH A,
[E8E5E]

UTOEY., ERBENTLBERA—MEICLEVNES BELET.
1 :

82 id=$id AND patient_id=$patient_id

1F : id=$id AND patient_id=$patient_id1

A.2 PostgreSOL [CTIRET S EHAVDIEEIR

H—EXEHE (SQL /). AT LAICEARFEFEALEGE. T—2PBMETELLVT—
AHHYFET (unicode B TOTSLENDITS—),

(=] 5 ]

7 ENVRE—FT'AS"A TS a3 v ThILRAICREZEZDTT. £2ARFEFIAYFICEETHRZ
5L TOEBAIRETT, YU TILE— FTIEEBRAEGEYET,

2T —DERITH

select code, title, "SI &M 2 /84 FXF" as "F|EZH 2 /NA K XF", character_varying_ 256,
varchar_256, char_256, text from kanji where (code = $code);
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WET B
Nn—<ay B { TEEE

%1 201942 A28 H RFAT
XENDRBEZEH

%= 11K 2019 £ 3 B 29 H [Oracle T—A~N—ZXDty k7 v 7] OE% lOracle
T—AR—FIABDFKRE] & LT [Connector 4 >~ R
F—ILAHA K] OFFERICFET
M+8% Al %8B0

£124R 2019 6 A12H
BIEFEFEORY AH

% 1.3k 200198 A1H BRIEITESHEORYAH

%148 20202 A5H BEZEICDOVWTOREZEEM, TV I—%FFH
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